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- e LT CKKS
RiF/EE WISS (s) |12

Degree = 2048

ZoaigPIR 53.748 1.486 36.1x
EfirlRfITE 1.987 0.093 21.4x

51.372 3.070 16.9x

Degree = 4096
ZS5EIAPIR 146.403 5.719 25.9x

EdidsiiNae=0 4.001 0.165 24.2x
=Eas 110.866 6.536 16.9x

Degree = 8192
ZAEIFPIR 512.426 26.773 20.7x

E3 it N =l 8.237 0.355 23.2x
EES 234469 13.895 16.9x
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£~1%FE—CKKS

HIES () |18

Cisieild ] 1751.006 93.864 18.6x

EfrIRFATE 16.749 0.689 24.3x
B 577.843 34.773 16.6x

Z5aifPIR 5669.146 281.891 20.1x
Epdtia =0 34.848 1.766883 19.7x
B 1384.611 83.134 16.6x
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- S | 51 BFV

RF/EE j2
Degree = 4096

0.1898 0.0081 16.1x
Degree = 8192
0.80467 0.0136 23.4x
Degree =16384
3.3973 0.0346 59.1x
Degree =32768
13.2914 0.1080 98.2x
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PoseidonZ2ESiT5E

b

Poseidon
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Poseidon2[FSiTREE—ZIOEIESE CKKS
CKKS |8 @&
T Rt TR MemoryPool
_ CKKSINZ R BAISESE CKKSParametersLiteralDefault
L EREREmEs PoseidonContext
E R REHERRISE Blake2xbPRNGFactory

SRS Plaintext
6 Eves Ciphertext
YNGEES PublicKey
E EmieEas RelinKeys
S mEEEMEE GaloisKeys
M0 N S iEgaEsitr duES CKKSEncoder
WL EEESTERE MatrixPlain
M2 bR TS KeyGenerator
M3 ikeS Encryptor
4 S Decryptor
| e Evaluator
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S#FcE CKKS
CKKSParametersLiteralDefault(DegreeType

degreeType);
DegreeType: #&s2e8, RRZINTVANREL,

PoseidonContext(const ParametersLiteral&

paramlLiteral);
ParameterslLiteral: S=Z{HAEE,

crt_context(): 3XEX CRTContext BUiS%t.

ICREBZHEE: [FIR, FEESH

// Setting parameters for the CKKS encryption
scheme ACKKSIIZESRIRESEL,
CKKSParametersLiteralDefault

ckks param literal(degree 4096);

//BBP &g Parameterslitera B EN &84
ParameterslLiteral ckks param_literal(CKKS, 15
(degree) , 14 (slot#=) , logQ, logP, 35 (485=H

¥) , 192 (NBEEE) );

// Instantiate the CKKS T3 253 d&,
PoseidonContext context(ckks param literal);

2023FCCFIHEMNMAR KRS
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h8 CKKS

CKKSEncoder encoder(const

PoseidonContext& context);
1L CKKSEncoder2—1NAFCKKSE R TXIBES
HITImARADRYZR,

context: ETF3EE, CKKSEncoder ckks encoder(context);

i < < > > . .
int encode(vector complex double ckks_encoder.encode(message,plainh, context.scaling factor

vec, Plaintext &plain, const mpf class
scaling_factor) ;4Ri8izE .

int decode(const Plaintext &plain,

ckks encoder.decode(plainRes,vec result):
vector<complex<double>>& vec) ;:f#H L _enc i _ B

=&,
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Encryptor(const PoseidonContext &context, const PublicKey

&public_key, const SecretKey &secret _key);
Decryptor(const PoseidonContext &context, const SecretKey
&secret_key);
EncryptorE— T CKKSHIEHEERI, Encryptor enc(context,public key,kgen.secret key
P context: const PoseidonContext & 38 S=mCKKSIIZS 22L& Decryptor dec(context,kgen.secret key ;
X,
public_key: const PublicKey & 28!, FRINZFEAZEIFIAH.
secret_key: const SecretKey & 8!, FRINZFERZIAIFAE.
void encrypt(const Plaintext &plain, Ciphertext &destination) enc .enc r'*],.-’pt |'.'.Ili3 inA ,C i [JI"IE'T".'E'l. :
const; XEIHITINE,

Decryptor(const PoseidonContext &context, const SecretKey
&secret _key);
faik Decryptor@—MUTCKKSEZRERIZE,

SH context: const PoseidonContext & 28!, FKRCKKSINZAEM LT

3, dec.decrypt(cipherRes,plainRes);
secret key: const SecretKey & 8, FRINZFEAZIRIFA.
void decrypt(const Ciphertext &encrypted, Plaintext &destination):

XSSO TR
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iZ[El{E ckks_eva: Evaluator£8Y, a[EFEZARIEAPI,
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PoseidonZ2 &It EE—%/OAPI CKKS

0 BuSmEsnE EvaIuator..add _ciph

2 7‘232 '5HHSZ7JI]/£ Evaluator::add_plain
= BYSEURE Evaluator:sub ciph
I B ST Evaluator:multiply
D BEYEGRE Evaluator:multiply plain

0 = Evaluator::rescale

1 Evaluator:rotate

8 peun Evaluator::conjugate

L ZIERITME Evaluator::evaluatePolyVector
10 i Evaluator:multiplyByDiagMatrixBSGS
T BEURNBASCAT R Evaluator::coeff to_slot

12 HES'ZETB%&)\?*& Evaluator:slot to coeff

Evaluator::bootstrap
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PoseidonZ2[RSiTEE—ZOCEUREIE BFV

BFV @ &
I et MemoryPool

P BRVINE S RS BFVParametersLiteralDefault

B ERxEREmEs PoseidonContext

4 EﬁEﬁJBLWL%ZE’J* Blake2xbPRNGFactory

Plaintext
Ciphertext
PublicKey
E S eEEs RelinKeys
S EEEE GaloisKeys
FLO BRVINZ S SR mARG BFVEncoder
11 | FII BRI MatrixPlain
: s KeyGenerator
Encryptor
Decryptor
EvaluatorFactory

2023FCCFitENMARAGA K=



@ es82 CCFSys 2023

PoseidonZ[E7 vl'%lﬁ—*?luAPl BFV

BFV |APL &R
L BESEnE Evaluator::add _ciph

u 227 SBESTINE Evaluator:add plain

m B SERE Evaluator::sub

I B S Evaluator:multiply

m SV BV Evaluator:multiply plain

_ i Evaluator::rescale

BTITHE Evaluator::rotate row

8 el Evaluator:rotate col

L 2023 CCFIHENRGKXRE
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Void rotate row (Ciphertext &encrypted,int Void rotate col (Ciphertext &encrypted,

rot_step, constGaloisKeys &galois keys,

constGaloisKeys &galois keys,

Ciphertext &destination); Ciphertext &destination);

— L encrypted: Ciphertextxg35|FH, ¥ r=—"1
X

rot step: uint32 tz£8), FRRIEFEINSK
galois keys: GaloisKeys3dSRIEES |,
RAT TR INEE A

destination : CiphertexttiS93IE, BT destination : Ciphertexttd&S5|FH, BT
TN IR FFEIERIRRIENY

EFI@@%$W_¢gIﬁﬁﬂﬁ%ﬁ¢° | ST — NSO TR IR,

2023FCCFIHEMNMAR KRS

— 1 encrypted: Ciphertextyd&35|H, £x—
X

rot step: uint32 358!, FRIEERILK
galois keys: GaloisKeys}tSHIHES |,
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a7

[2FASEHEZER (Private Information Retrieval)
LiRERER, EREZHitEIEEsTAN—I]
ASNA, TJUARKERIFAFERIEFA, Him
L LMRFAFPERER. EEREFRIERFR
FUER AR EEEKEY, EEIEEEA RIS
HRAIBIIR NekE18., EINTFEIEELG KR, R
mMEEaErEk, EEFNERIENEIRG. 1B

AIEN S E 74,

XRERBERINIE 7
"HEEERSEI!

A
X (ERREFZINEZRY

EfE
1 2R S EEURE P EREUEIE U9 <key, value>HITELL;
2B ERAEESEENkey, HITINEEEEUELEIEXINAY

value;

3. EEAIREPHIES T RRNE RS keyBINEZ /D, BHA
B ERRRIE T HZRvaluels T EHIF A,

BqiES

key1:valuel
key2:value2
key3:value3

key100:valuel100

&ifZlvalue2 flempty TR EIEER
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\ ~
PIRR A= E]

Initialization Configuration

> multiplyByDiagMatrixBSGS

Message
(query sequence)

Generate matrix using
random samples

Generate the
query sequence

Transpose and v

Public Key Generation diagonalize the matrix Ciphertext
. . result
BSGS Matrix Generation

Encode v Decrypt
BS5GS Matarix

Plaintext Plaintext

result

Relinearization Key Decode

Encrypt Generation
Message
Ciphertext result

Rotation Key Generation

Conjugation Key Generation
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PIRZEFFIIETS &
DO D1 D2  D2047

slotNum = 2048
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PIR’EFIE1&E 5%

matrix len factor1 = 64

DO D2

D2,0
Diagonal

&

. D3,1
Reformation

D4,2

D5,3
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ANT GROUP

PIRIEMHZIER X

matrix len factor2 index =0
matrix_len factor1 = 64
D2,0

D3,1

D4,2

D5,3

D1,1

D1,2

D1,2047

CCFSys 2023

Rotate
&

Duplication

D1.,0

0

D1,2047

< x32

0

D1,2047

f

Index Rotate &
MULT & SUM

b1 =1others=0
find 64 data of D1

<
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/)

PIRAA¥FPoseidonEEAPIAY{EH——multiplyByDiagMatrixBSGS

multiplyByDiagMatrixBSGS( Ciphertext &ciph, MatrixPlain& plain_mat,Ciphertext &result,const
GaloisKeys &rot keys);

ciph: E3XI%R,

plain_mat: FEfFEIEANEERIIEET.

result: IREIFEER,

rot_keys: EIEEEHITSWitch_keyFrERYE A,

A S AEREESITR.

2023FCCFIHEMNMAR KRS
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SLHESE IR <key,value>,
MAEifkey(H, &M

valuefH,

CCFSys 2023

KeyGenerator kgen(context);
kgen.create public_key(public key);

Encryptor enc(context,public key,kgen.secret key

5

Decryptor dec(context,kgen.secret key());

|
BFLEncodeP encoder{chntext);
encoder.encode (datal,plainA);
encoder.encode(data2,plainB);
encoder . encode (data3,plainC);
encoder.encode(datad,plainD);
encoder . encode (data5,plainE);
encoder . encode (data6,plainF);
encoder.encode(data/,plainG);
encoder . encode (data8,plainH);

encoder . encode(index1,plainIndexA) ;
encoder.encode (index2,plainIndexB) ;
encoder.encode(index3,plainIndexC);
encoder.encode(index4,plainIndexD);
encoder.encode(index5,plainIndexE);
encoder.encode(index6,plainIndexF);
encoder . encode (index7,plainIndexG);
encoder.encode(index8,plainIndexH);

.encrypt(plainIndexA, cipherIndexA) ;
.encrypt(plainIndexB, cipherIndexB);
.encrypt(plainIndexC, cipherIndexC);
.encrypt(plainIndexD, cipherIndexD);
.encrypt(plainIndexE, cipherIndexE);
.encrypt(plainIndexF, cipherIndexF);

Ciphertext ciphl,ciph2,ciph3,ciph4,ciph5,ciph6,ciph?,ciph8;

eJa—>mu1tiply_plain{ciphePInd;xA,plainA,ciphlj'
eva->multiply plain(cipherIndexB,plainB,ciph2);
eva->multiply plain(cipherIndexC,plainC,ciph3);
eva->multiply plain(cipherIndexD,plainD,ciphd);
eva->multiply plain(cipherIndexE,plainE,ciph5);
eva->multiply plain(cipherIndexF,plainF,ciph6);
eva->multiply plain(cipherIndexG,plainG,ciph7);
eva->multiply plain(cipherIndexH,plainH,ciph8);

eJa—>add{ciph1,ciph2,éiph2);
eva->add(ciph3,ciphd,ciphd);
eva->add(ciph5,ciph6,ciph6);
eva->add(ciph7,ciph8,ciph8);
eva->add(ciph2,ciphd,ciph2);
eva->add(ciph6,ciph8,ciph6);
eva->add(ciph2,ciph6,ciph2);

vector<uint32 t»> res data;

LT

eva->read(ciph2);
dec.decrypt(ciph2,plainRes);

cout <<

encoder.decode(plainRes,res_data);
for(int i = @; i < 10; i++){
printf("%c\n", (poseidon_byte)res data[i]);
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5PrimiHubgp;5ERPIR
Client Server
T T g T Query Yeeror o B B RS
=, Matrix Size
e VH IS JBIEREA VR Client
Keys
¥Ekey BiZServer = T ET——

Query Result
REEEIIPERER < B RZ A£G Client
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EFIRfATE Fal: I EfRTsFHS

. N FNAAE
Framingham Heart Study (FHS) 21948FHEEE PAH
PR AT BRI O MERITRENR, EEiRaXI=E 1. 8P WA ST
SRR THE. FHSEROME kRS, M. B RPN B SRMES BRI
Efz. 558, AREEFZHERNIXRER, FHIABXLEREE 2 QhIRBE RN SR TS
FSERS O M ERmAIRERH T,
BP-0.029-DBP+0.008 - CHL - 3PN BEERBITRESENE R

= 0.072-Age+0.013-S 845
@.@53-height+@.@21-we}_ﬁﬁmgﬁ'ﬂﬁiﬂﬂ
FION . erx/ (1+e”x)

1948-2014 : E—XFASIAEE (Genl) : (MSIRE , IIFF , EFHIEH } : : :
18, SAEEH K Framingham Heart Study Lifetime Risk

~

1971-% : EPABIAEE (Gen2 ) : {NISIGE , IR, EE5EHNEHIE , &
A-TEREH—R

A M ¥
0.7 Men o 69% 0.7 ! J()Elg 21101’ o

1 Major RF
0.6 4 0.6 z Elevated RF
2 Not Elevated RF
All Optimal RFs 50%

0.5 g 0.5
39%
0.4 0.4 / .

0.3 03 27%

|

2002-4 : E=RBAFIASE (Gen3) : {KigieE , ¥ , EEARNEFHE , 547
FEHBT—IR

N

I

e

1982 1998 1999 2000 2002 2006 2009 2014 2015 2019

ﬂgﬂ e ‘ DNABRE/ YIS

prvestrem bl EEAHR

ST FREBIZEL o= 0.14. 0.1
tTTroN ILMmIE LT

| wmemer | SEREARHR GRS R 5% ’

0.2

Adjusted Cumulative Incidence

50 60 70 80 90 S50 60 70 80 90
[] BerkhARREER [] wwirsyy. LExh, #50%. BRN25CT,  [] ZENKE. DNAR G SlideShare
KBS IR ZEFNE Lioyd-Jones Circ. 2006; 113 791.798
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EfrisfhitE— O MEARBFHS

Input
(health-related variables)

multiply const & add

Message
variables

Encode

Welghted Mean

Taylor/Chebyshev
expansion

Plaintext
variables
Encrypt

variables
Coefficiencies Decode
(Const)

Plaintext
result

Message
result
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x‘jPOSEidOHEAplﬂgﬁm evaluatePolyVector

void evaluatePolyVector( Ciphertext &ciph,Ciphertext

this fun( X) 1

&destination,const PolynomialVector return exp(x) / (exp(x) + 1);

&polys,mpf class scalingfactor,const RelinKeys
&relin_key,CKKSEncoder &encoder) = 0;

Encryptor— M TCKKSHNZHRIERIZE,
ciph: Ciphertext & %!, ZITR(EEL
destination: Ciphertext & 3884, Z8R,
polys: const PolynomialVector & 3588, ZINT(ZH

hY P4 I
éiEZigo PolynomialVector polys y_v,slotsIndex);

scalingfactor: mpf class 258!, HELHRFBRBIK

ﬁ\'
1|:|§SZ0 ckks_eva-»multiply const(cipher_x,(2.8/(

: :Approximate(this_fun, a,

Polynomial approxF(taylor coeff,8,8,16,Monomial);

vector <Polynomial> poly wv[approxF};

Y(b-a}),cipher_x);
ckks eva-»rescale(cipher x);

relin_key: const Re“nKeyS &%Iéﬂ' }AZ%’E{%%‘%HO ckks eva->evaluatePolyVector(cipher x,cipher result,

encoder° CKKSEnCOder éﬁﬁg% cipher x.metaData()-»getScalingFactor(),relinkeys,ckks encoder);
. Vi = o

T
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FEEESMML: ¥ (ModRaise) ,
BEAEE (EvalMod)

BHERE

ES9WES (CoeffToSlot)
By (SIotToCoeff)

B Mod Function
B Approximation Region

[ sine Series

'l
{
) |
)
I
7
r

A value t € (—Kq, Kq) is given as an input of the decryption formula.

|

Taylor expansion as

of degree dp > 1.
Fory s 1,...F
. Return P,(1).

Consider the complex exponential function of exp (

— 1, repeat the squaring Pj(t) « A~ - (P;(1))2.

2mit

) and compute its (scaled)

2mit

T .

ct = Enc(m(x)) (mod q)

ct = Enc(t(x)) (mod Q)

B & H A& H

Enc(t;, -
ct; = Enc(tyy,

L In2-1)
“IN-1)

C fU

CESg & S 4

“(q/ 2n)exp(2mimppn.1/ q))
“(q/ 2mw)exp(2mimy.; / q))

ctyg = Enc((q/ 2m)exp(2ximy/ q), **
ct; = Enc((q/ 2x)exp(2mimy, / ), **

] AT ARG 3K

ct' = Enc(m(x)) (mod Q)

CSDN @iE ~ I
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/ / / / /
/ [ W / /
i i 7 i /
/ i / / /
200 ].m ] 1 ]
=20
-ahoo 00 1§00 2§00 —— d="T7
[ mod Function 60 |- = d=25
00 - d = 55
Approximation Region 40 ; -
7 4 9 4 4 H App g —+— Chebyshev
7 I ] ] ! . .
/ / ! / / [ Sine Series log llp = fll« 20
/ i i/ / i
/ / / / /
0
=20 | s
Recall that in the bootstrapping procedure, we need to homomorphically evalu- —40
ate
g . 2t —G0 i 1 1
B q ) D 6 7 8 9 10 11 12

logn
witht € [-Kq, Kq|. After a change of variables, we see that it suffices to evaluate &

(z) .. (2rKz) Fig. 2. Polynomial approximation errors to ﬁ sin(2r Kz) (K = 12).
MI) = —S8IMsTAT
2w
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FHENESE Rk s o

B FSEEFHAYFHE ASIC

BelFHERRXINE T EEE R FERAGPURE T AINEEAE S EIFPGAFIASIGHITINE.

1. EFGPURIFHEIMESS BB N B AERRITFIER, BE2ETERTTIEEERE, FBERTF
MWSFHEME KB FRIFHBILE, HIEERBIINENRAZIEE, HRIEGWGPUINERSE T{EE
over100xFdtensorfhe,

2. EFASICHUFHENNESsESEII D lEcE R A EEF (S1A512MB) UURITE R RERERFHEN
e ekl rEEXERNEE, BXMCHRRANEFTEREEES, ERERMERIRE.
BeISBASICIN®ESEZi+E: F1,Craterlake,BTS,ARK,

High-Bandwidth Memory Compute cluster

1 t see x128 lanes ***

... Vector Register
Mem ctr\] [Mem ctrI] [Mem ctrl] [Mem ctr\] N %% File (banked)
$ : $ t

Scratchpad
banks (x16)

$38%-- $334
On-chip network

(3 16x16 crossbars)

(K (I
WGzl

NTT

Automorphism

. Ayosesaiy Asowsn

[0J1U0D Pa1NqLIISI]
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FHEDNERR AR KA REES

FPGARYZFIERIR, FHE%?iEﬁLie::Ez?sTB/s
HETFPGARYFHE INERS3 <EGPU$EASICEﬁ1t,\\\, e EFIIZITHIT BB R AR BETE I RAY
SChREFE, BRERRET i ® ﬁ*ﬁ‘ bR, EIME{E% BelGRainAFPGASS -t RMEL
ZIEBRIIMEE K. BRI BERIFPGAINESEIZITH: PoseidonF[IFAB,

Stage 1 Stage 2 Register File Stage 3| -

Cloud Server Host CPU (X86)

(Host Code)
-

-

PCle

FPGA

PCle
16GB/s

CMAC
Subsystem Global Memory

'| cmac |

=
(=]
g
= o
£ | £
3 g
2 O
2 E
o QO
@ =
=
2
I

[ (DNTT X 1 ] x B URAM BRAM
Adapter Address Address Address Control Logic
Generation || Generation || Generation

! ¥ URAM
i ~ B URAM ||| URAM :
HBM2 stack HBM2 stack ! i hisc.

64-bits X1800Mbps 64-bits X1800Mbps

Automorphism

100G Ethernet Switch [«— Other FPGAs

p :
— °Se"7'°'7 20235 CCFiItENRELAS
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