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® Deep learning tasks:
% For computer vision — convolutions

= Deep learning accelerators:
% performing MACs

A e The Matrix Unit: 65,536 (256x256) | |
'  MAC is a I 8-bit multiply-accumulate units TPU: High-level Chip
' ;s e Architecture
I representatl S :_- Peak: QTTT)peratlnnsfsecond':
I se — =9 65536X2*700M _ _ _ e s amEeeT]
Ve of state- r— =7 e >25Xasmany MACs vs GPU wony  [—nagg
I of-the-art ' e >100X as many MACs vs CPU — 2| weight Fechen
I I e 4 MiB of on-chip Accumulator
: ML : memory -
I accelerator | e 24 l\_diB pf on-chip Unified Buffer,, ., 3; _—
I £ I (activation memory) e =
 perrormance , e 3.5X as much on-chip memory H
I [ vs GPU - =
Tttt T =" - e [wo 2133MHz DDR3 DRAM -

channels D:w, N

* 8 GiB of off-chip weight DRAM i omear _-_
= ] = 15

memory
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= EREAL
¥ ZISIREME—, RISERBIRES ©
% (SEBEM, KB (w)int8, fp32/16TEHBMEER @

= Our solution

[ — P IE ::’
¥ Ridl
- FISEURIE—ES#: 1~24bit, F5#: fp32/16, bfloat16

s ER— MBS IZERIMRSHREITE (l|goriiE)
- BEliREIHFE S B LSRG 1T INE

% @B mm) High TOPs/W ©
+ ER. FRIBERETFR—TESIE, TRQITAIMEHISFBEAILLS

¥ rEEk TR m=) High TFLOPS/W ©
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® The benefits of general purpose accelerators: (EFILER E—EFRm T
% to fit for various DL tasks
% that can be applied in both training and inference

= How to boost the performance - leveraging the sparsity of the operands

% Software-based pruning
_ st

¥ Quantization-aware training | +1/-1 weights, Courbariaux 2016

2~3 days sparse training ® I Bineray, Courbariaux 2015

Ternary, Li 2016

|
|
1
|
INQ, Zhou 2017 :
|
|
1
|

Time-

1
|
[
1
|
[ ] I
consuming! l

Requires tedious re-training ®

I
I
I
Suffering from accuracy loss ® I
I
I
I

!
) ) . o I
network slimming 3~4 days retraining / fine-tuning ® | Not precision tunable ®
acecv' 17 e e mmmmm -
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® The headroom of value-level sparsity is very limited. m
= However, bit-level sparsity is inherently fertile.

Model Weight Sparity Bit Sparity
DenseNet121 4.84% 48.64%
ResNet50 0.33% 48.64%
ResNet152 0.75% 48.64%
ResNext50_32x4d 0.37% 48.64%
ResNext101_32x8d 3.43% 48.65%
InceptionV3 0.05% 48.64%
MNASNet0.5 0.00% 48.60%
MNASNet1.0 8.07% 48.98%
MobileNetV2 0.01% 48.67%
ShuffleNetV2_x0_5 0.00% 48.36%
ShuffleNetV2_x1_0 1.53% 48.63%
SqueezeNet1 0 0.05% 48.64%
SqueezeNet1_1 0.02% 48.64%

Weight sparsity : the values below 10-5 over the total

parameter size

Bit sparsity : total bit Os over the total
the mantissas

“bit count”

of



FIRLCSRERTEANERRE

= Any state-of-the-art solutions?

A

ZithEx IhEE[RE Sparsity Exploited BEAES ZiSE?
Eyeriss
o N/A 16b No
Bit parallel DabDianNao
(EbFFHE T Cambricon-S, EIE A- / W- value 16b No
SCNN A- & W- value 16b No
UNPU, Stripes N/A 1~16b No
Bit corial Bit Fusion N/A 2,4,8,16b No
It seria : :
(s P.ragme‘ltlc A.— / W- bit 1~16b No
Bit Tactical A- bit & W-value 1~16b No
Laconic A- & W- bit 1~16b No
A Bitlet W- bit & W-value | fp32/16, 1~24b Voo
(Epis s g (Ours) (or A- bit & A-value) bfloat16




= The weaknesses of such design philosophy:

% None of them are general-purpose! (A1EHR)

* Only use in inference ®
* Only support fixed-point arithmetic ®

¥ Sub-optimal sparsity utilization (ffEMHEAR! )

- Bit-parallel cannot leverage bit-level sparsity ®

- Bit-serial mustincur synchronization, ie. Booth coding, look ahead synchronization

etc. ® . Step 2 - synchronize bit - i
Step 2 - performing MACs pe y_f_ Step 3 - performing
© MAC also in parallel signitricance bit-serial MAC MACSs bit-serially
O © synchronization & Activations
T /16 bits T_ _i N r\ A, /8 bits
/8 bits Boits ParallgE e NN
/ \ and p : 1 ey soloe |\
: ........ T para]]aj 07 W[]6 W05 \t’V{)4 \QI()3 W02 W(}‘l WOO o ! S: ""-‘,‘_
An : W07 WUS W05 Wo4 ” S—— . || :
i Wy wq® [, VY14 wi® [we? | wy' | wy® | —— _>+.-':_E+
A Loy o] wed et T w2 e [ o e | |
[ 7 6 5 4 3 2 1] /1 _hit [ H
| I aa———— R 2 j]
A, i W27 W26 W25 W24 W23 sz W21 W20 Weights

Activations Weights

serial
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- Illllnliiiill""""' ko I!I!lllllllll‘!l """ wHigh sparsity percentage at

each bit significance

[ [
% The sparsity is nearly
* 012345678 81MI121MM41516A71818202122 i iz T8 91 21314 71819202122 M H
Resnet-152 (fp32) o 5r:mb?;|en:1:21(fp§;}1 o u n 'fo rm 'n te rms Of :

a
I':l

=]
D

Bit--wise Zero Fraction
Bit——wise Zero Fractn:ln _

=
]
=2

5 ' ] * Different precisions, including
T 80% T 80% ° ° ° °
2 i | l I I I l | l I gt 1 l ' l | | I floating point, fixed point and
§ 0% S a0t L L L integer
Ezﬂ% sparsit arallellsmf 0% | sparsity parallelism . cr e e
- e i O o - Different bit significances (for
0o 1 2 3 4 5 6 7 8 9 5 ° °
Resnet-152 (fp16) G 1 EP-.'lDel;ileieWQ |jfp61l3}? n f|oatlng pOlnt, We fOCUS On the
_100% g > o ® o 100 mantissa)
% 80% - I *ggu I I i '
%GG% I I l g 1 2 $ '
P;‘,J;dﬂ% r?; 0% '
I s I 20
. 0% . 0

0 1 2 3 4 5 & 0 1 2 3 4 5 &
Resnet-152 (int8) Mobilenetv2 (intg)
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® Our solution - bit interleaving mm) High TOPs/W ©

¥ Can we obtain the benefits of them both? (Z{#! )

- Efficient utilization of the sparsity
- Avoid the complex synchronization procedures

% Most importantly, design a general-purpose accelerator that
can leverage the bit-level sparsity (ZiER! )

Step 2 - . performing MACs m_ ................. - ‘ High TFLOPS/W ©

in serial @ bit-serial MAC | i

‘I‘mabt .
—_—

!8bitsi * % | 2
6

A; At Ao i | parallel i A1 A

parallel organlzed

0 hutcaria Linnu t A
/1 bit

I i
Activations | a {1 Activations
: Wg7 W26 W25 Wg4 W13 W22 Wg‘I 0

interleaved weights
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= ZitTIRIE ZRMACHAEIREEL R RS E

¥ Floating-point MAC decomposition:
W g Sign Exponent

N-1 N-1 N
N D AX W=y (1) Ay x My, x 2Fv
i=0 i=0 ¢
mantissa
$MIESIBEIMICRO’ 21 @ I
paper Bit-level it significance
arithmetic /
Exponent N-1Ei=Emax—23 \

matching Z Z [(_1)5Wi D Sa; . (MAi % Mﬁ@)] ¢ 9Emax+tb
\ 1=0 b=E;—Emax \ l

Final sign Maximum
exponent
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=
IR

=
b~ &

F30

0} the padded|0 bits

E,— the exponent

W the binary point

w,f W, \ranlllafmterleaved welght

Rear bits are all 0s and _______ 9-b.|l _______ !
omitted for simplicity | mantissa _Hl
| E«=3 |
wi=12625,1|11(0/0|1|0(1 ;
! E,=2 N
w=5.15625| 1] 0[1/0[0 1[0 /1 =
' E=3 |
w=e.7s {1 O[O A1 [1 0 00}
| - E4=0 o :
w=1625 | 1101 @ 0]
|
w25 T T

: - E5=B_iEmax]

(a) Step 1: preprocessing
the floating-point weights

" EW?:T%VE :
¥ piikiE
ﬂ]'b‘ﬂﬂs

F—rI%IBr

% LvisEiE—F BRI,

I padded to 12 [ [ 12-bit [
IH_ ““““““““ bits T T /7 _HI IH_ ““““““““ mantissa T 77T 7~ _HI
L’EEm“_’fr:E___f bits w E=3 o | v ) |
0] 1]1[0fo|1]0]1 ! i 111] [1]1]1]1 |
:fEnzr-'ax_E%_d_blzs_ - E~2 | : - |
10/010:0 1(0(1{0|0[|1|0]|1 | | 111 [1]1[1]1 1 |
|‘E_mm£_E3_—§£]15’ Es=3 | | - |
e T I s - - I
(01070 [T]oJol 111 0 BEE DN B |
L:________EHJ@LEe—_ﬁ_b'IS_____, E4=0 : : _ ) :
| | 1117071 | I 0 I
o EmaxEcBbits o E.=-2 | | |
| oioicC OO N i 0i070] |
JL_ L L [ il [ YISO IO S |

| | |

| ! AT |

| | P U |

(b) Step 2: dynamic
exponent matching

D E TSR

« - E=Emax (no padding) Es=6 (Emax)
N |

BOAGETHE

FARAIFTH

_____________________________________________________________________

(c) Step 3: bit distillation



. i [Ermmme | Jfe| [Bramwles: b= (0 12 3.4 56 789 w2 - j I
l. J‘““‘f . &-0 [5000 o oEEEE .. |1 7T ' High level example |
» | " Emax-Es=87"""=~ A .

:"'::::.:DE__ o Mg FT2 10000000 oMo .. :El"i[}iagramnfRR-reg: r_.+ ______________ I

> unpac . i 1 i
. | om0 oo (OO © ... : =
I i Hu,_?ﬂ; Emh b E I"“"*—- Emax - Es = 0, no matching necessary I: .'E w = E
= = = = = =fremoess mrusr = = = = = = =Dynemicexposenismatohing | 1 |
(I = f |
I 7 F ,’” i i
W,— o j
I Wi— | |
I —— M} E H e e e e e e
o [
Iwm—* & .i F 1
' 3 F i} ' Dynamic exponent
| 8 wire orchestrator I : =0, selector; : y . P . :
I E g5 .. 5 gEy .. while(i<23): =~ _ - matching: Emaxis |,
: g LEE R LEEIE Y i M) == S~<.  the maximum !
8 ;m-reg > T IFER-reg B selector.append[i] N ) o
: 3 [RRes] (RR728a<] | it selector is empty: ! exponent, i.e. E6 in
- vl = i . |
I . AT o fill_0=1 1 the above high |
I Ap—> . Compute Engine a V] else: ;I I
Ar—> ’ g | i item = selector.popfirst()) | level example |
| o 'I | select = item ¥ I
| | i selector.delete[item] L [
IA"" T ~ i return select 1 I
P - I | !
I “l ! ' 'IL e ___J: S |
\,  Power Gate 0 L L e e e .- Oxn_
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| e |
i | | .
| ] #  E.urer E—Il'-: I I - . TR, /I
! o | " Emax-Es=8 e
Ih:dd:: [ZIIEItaIIC L] ml My | | Es=-2 |10 0 0O OODOO EI 0 .. I:l i Diagram of RRreg: i\l
! » _unpac b o !
: ‘ o= oo (OO © .. : :
! '@M: | |H Emax - Es = 0, no matching necessary III.‘! wﬁﬂ] !I
e Preprocessmodule’! | Dynamic exponent matching |/ | . :
T "“"" I | Mw.tran[63:0 EI
i |
W,— s | |
W it U ,
——Mw v E v My E, -h'ﬂ““a r M 1 EI'TI i pir.devi[2:0] ill . . |
Emax|  >> Emax-E, | | >> Emax-E;, | == Emax-Ey, I i 1 Essentlal blt |
Wi —> — = = & i | [ . |
2 M 2 3 || |LogicinRRueg: " distillation: RR-reg ,
HE wire orchestrator [ | | i=0, selector: 11 is responsible for |
= = S | while(i<23): | . .
2 2 w3 | . 1' this operation, but !
& |RR-rego RR-reg; o E . Isj:qﬂr-app‘::d[ll \\:l € logiC IS very :
o IR : : | if selector is empty: > imole!
a = Bitlet ; fill_0 =1 ! simple !
Ap—s Compute Engine | else: e e e e e e
177 i item = selector.popfirst() :I
i select = item 1|
i selector delete[item] i i
A1 iy return select :'
-EL_—_ T —— — — __-::

Power Gate
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I PE Arrays
12.8GB/s 25.6GB/s I e
Y e | Emax O, <<0 k Bitlet
— Ay — fecek T > i PE
— A p—p| 21EGBIs |\ :
Activation I ctri . i
rei : o ' adder tree
= <<
] b Y :
I Erl M
DDR local Bitlet
DMA pmA | itle — N
Memory buffer CE "+ P f
—p- [ W I . . . final output
— | W | HE :packager activation
— Weight | | | '
eigl
: FSM Oz 223,
: | —
: ctrl |/
e [ Wy 1 e | i
l - |
N e e e e mm o o mm mm o Em e mm = o =

= ARSIt

% B PE

% DDR3 is used on our FPGA Virtex-7 SoC platform.

BCEFD)

f52zadder treefspy,

|
| 1
|
I |
| 1
|
I |
| 1
/
1y
/
1
| 1
|
|

Bitlet PE
organization and
the memory

accesses. §/\PEit
EiffFwes
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| Models Type | Precision | Domain | Dataset | GFLOPS | Weights | W-bit Sparsity (%) |
2D . Image . .
ResNet-50[18] Convolution 8 bit | Classification ILSVRC"12[3] 8.21 25.56M 70.15 (fixed point)
MobileNetvz[3s] | 2P 8 bit | [mage ILSVRC'12[3] | 0.615 349M | 76.85 (fixed point)
Convolution Classification
2D . Object .
YoloV3[34] Convolution 8 bit Detection CoCol[1] 2542 61.95M 77.78 (fixed point)
. 2D . Pose
Multi-Pose[24] Convolution 8 bit | Estimation CoCol[1] 97.55 59.50M 66.33 (fixed pc:nt—]
2D De- . Image Super - - .
lapSRN[25] Comvolution | 16 it pooge b SET14[4] 73673 _ | 0.87M 74731 (fixed point)
Encoder . Deraining =] —_ =
DCPDNet[45] S 16 bit | /Dehazing _ ~ _Nm-BiptE[Ef]_ 25437 _ | 669M — - #5:00fied poini)
2D . brnafe— = — | 1 corpee .
DenseNet-161[20] Convolution 16 bit I Classification ILSVRC'12[3] 15.56 28.68M 68.92 (fixed point)
FCOS[39] f:::ta‘:]f 4 16 bit g:ﬁ:ﬁ:iﬂn CoCol[1] 80.14 32.02M | 70.83 (fixed point)
CartoonGAN[11] GAN float 32 Style Transfer | flickr[2] 108.98 11.69M 48.49 (floating point)
Transformer[41] Seq2Seq float 32 gﬁ;ﬂ dding wmt' 14[6] 10.6 176M 45.75 (floating point)
3D Video . .
C3D[40] Convolution | 1932 | Understanding | UCF1O! 5] 38.57 7841M | 45.83 (floating point)
3D | Video Super . ] ]
D3DNet[44] Deformable float 32 Resolution Vimeo-20k[42] 408.82 2.58M 47.69 (floating point)

LS RRIERERFREF MRS E

1EEV1 240N AR 52 SRikAIAI task

In order to prove
the general-purpose
feature of bitlet, we

use 12 domain-
specific DL tasks
with 8 of them
quantized to 16bit
and int8.
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= B{Filistats:

Accelerator ASICs GPUs
Chip ][3;” f]““ ?%?N ?ZEEI]PES I[‘;;]“m“ | Bitlet (Ours) Titan V Titan Xp | Tegra X2
PEs/Cores 168 64 4096 192 32 5120 3840 256
Precision 16b 16b 1~16b | 1~16b fp32/16, 1~24b | fp32/16,8b | fp32,8b | fp32/16
Technology 65nm 16nm 65nm 65nm I 28nm 65nm || 12nm l16nm 16nm
TSMC TSMC | TSMC | TSMC || TSMC TSMC | TSMC TSMC TSMC
Freq. (MHz) 250 1000 980 1000 ] 1000 1455 1582 854
PEAK 204.8 (fp32)
Performance | 23.1 2000 - - : 372.35 (16b) : ;:zgg (fcpi? tf21352{]) Eg;;(fpi?
(GOPs) 744.7 (8b) (fp16) | UP (fp16)
570mW (fp32) | 1829mW (fp32)
Power 278mW | - - - I 132mwW(16b) | 1390mW(16b) l| 250W 250W 15W
I 366mW(8b) 1199mW(8b) |
PEAK Power I 359.15 (fp32) 111.97 (fp32) 1| 59 4(f032 50.0 (fo32
Efficiency 83.09 - - ‘;15 ((131? I 667.97(16b) 267.87 (16b) | ; (I;pl;) élffz) o8 7((&1?15))
(GOPs/W) 1335.93 (8b) 621.10 (8b) ' '
Area (mmz) 12.25 7.9 1221 1.59 1.54 5.80 - - -

Compared with SOTA accelerators, bitlet supports floating-point arithmetic

with higher efficiency (GOPs/W)



0.06 I
Eyeriss (16b)

0.046
SCNN (16b) :

m Stripes (16b)
0.04 " 41 aconic (16b) :
mBitlet (16b) I
E. EBitlet ll'lutﬁl)l
£

=i

R

lapSRN (160)

Eyeriss (8b) I’ -

. zﬁuu (8b) § 5793
pes (8b) I

m Laconic (8b) 1
mBitlet (86)
i Bitlet (float 33
|

|

4

frames per second

2

s

ResNet- 5080 b

0

4.362

’—---

0.035

-

L 4

‘----

-

point accelerators!

0.3

’—---

Eyeriss (16b) :u.zae
SCHNN {16b) I
= Stripes (16b) I
mLaconic (16b) I

mBitlet (16b) 0.125

= Bidet (float 32)= 7

1|
il
ll

DCPDNet (16b)
Eyeriss (8b)  [/3.189
SCNN (8b) |
Stripes (8b)

m Laconic (8b)
mBitlet (8b)
o Bitlet (float 32)

A
1
1
1
1
1
1
1
1
1
1
1

‘------'

MobileNetV2 (8b)

frames per second

’—---

\

IE.E—‘L‘Z
Eyeriss (16b) [ 2.520 |
SCNN (160) | I

m Stripas (16b) I
m Laconic (16b) I
m Bitlet (16b)

mBIﬂet{ﬂmt!Zi

-
DenseNet-161 (16D)
’- -y
Eyeriss (8b) |
SCNN(8b) |
Stripes (8b)
mLaconic (8b) |
mBitlet (8b) I
= Bitlet (float 32]:
|
|

.

YoloVa (Bb)

=
=
3

—

(=]
3
T T P T Y

= We compare bitlet with fixed-point accelerators:
% An interesting phenomenon is that bitlet-fp32 behaves even better than 16/8b fixed

0.6

’—---

Iﬂ.ﬁﬁﬁ

Eyeriss (16b) I |

SCNN (16b) |
=Stripes (160)
FCOS (16b)
’— -y

-

=]

35
mLaconic {16b) I
mBitlet (16b)

mBitlet (float ui

SRR
‘-——————ﬁ——

Eyeriss (8b) |
SCNN (8b) |
Stripes (8b) I

m Laconic (8b)

mBitlet (8b)

E Bitlet tl'lmlt32}|

e
1
1 R

il

Multi-Fose (8b)

IEL41E
I 0.305
1

‘------‘
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Instance bare-m bitlet-fp32
Parameter N = N =32 N =64
Ablation w/ioM | wM w/ M w/ M w/ M
w/o D w/oD | w/D w/oD | w/D
CartoonGAN 0.012 0.209 0.269 0.244 0.352
Transformer 0.126 2.152 2.879 2.509 3.763
C3D 0.035 0.590 0.771 0.670 0.976
D3DNet 0.003 0.056 0.068 0.065 0.084
Instance bare-m Bitlet-16b
Parameter N = N =32 N =64
Ablation w/o M w/oM | woM | woM | wioM
w/o D w/oD | w/D w/oD | w/D
lapSRN 0.004 0.033 0.040 0.038 0.046
DCPDNet 0.011 0.096 0.154 0.109 0.239
DenseNet-161 0.187 1.567 2.260 1.779 2.812
FCOS 0.036 0.304 0.455 0.345 0.556
Instance bare-m Bitlet-8b
Parameter N = N =132 N =064
Ablation w/o M w/oM | woM | woM | wioM
w/o D w/oD | w/D w/oD | w/D
ResNet-50 0.354 2.970 4.598 3.371 5.793
MobileNetV?2 4.730 39.644 60.001 45.001 73.189
YoloV3 0.114 0.959 1.640 1.089 2.066
Multi-Pose 0.030 0.250 0.346 0.284 0.416

= GRS

% w/ or w/o M: with or without

exponent Matching
% w/ or wl/o D: with or without bit

Distilation

unpack L i i
—I g | Fom B0

:Examp|esb=0]."3456739...
: Emax- Ea=6 -~

Eu‘uuuunu ...... .

-Es=8----=-
E52\00000000E|0..._._

0 ...

"‘*—~ Emax- Es = 0, no matching necessary vl
Dynamic exponent matching | | |

,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,

Wy HE LN 1 J :.
Wi i . |
T T P
W, ﬂ’| => Emax-E, ‘ >> Emax-E, co e
N—14’ ~l f=y e
a 3 F 3 < |
= 3| !;I g
E | wire orcheslraior
2 a7 -8 § § ggs
2 =|4= 4 , =EE = s HE HEH
- ‘ RR-reg, Q | RR-reg1 Q | RR- regz -
o select| 5 .
< = Bitlet
M .
ﬂ:’: W, g Compute Engine
8
o
@
Ang —>

Power Gate Oo

I}
|,|
i
I|rI
| 1
|

i E Logic in RRreg:
] 1

i=0, selector;
while(i<23):

if Mb]==1

selector.append[i]

if selector is empty:

fillLO=1
else:

select = item
selector.delete[item]
return select

item = selector.popfirst()
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Bitlet(float 32) || Bitlet(16b) | Bitlet(8b) Bitlet(float 32) || Bitlet(16b) | Bitlet(8b)

Area Power Power Power Area Power Power Power
Item Item
Preprocess- 1.916 1208.5 1000.8 1000.8 Preprocess- 0.553 356.8 296.598 296.598
ing Module | (33%) | (66.1%) || (71.9%) (83.5%) ing Module | (35.8%) | (62.6%) || (68.6%) (81.2%)
Wire Orch. & | 2.327 164.1 1114 55.7 Wire Orch. & | 0.570 63.857 40.28 20.651
Decoder (40.1%) | (8.1%) (8.0%) (4.6%) Decoder (35.9%) | (11.2%) (9.73%) (5.54%)
RR-Reg & 0.7 112.1 74.8 37.4 RR-Reg & 0.131 27.37 20.28 10.128
Check Win. | (12.0%) | (7.2%) || (5.3%) (2.9%) Check Win. | (9.6%) | (4.8%) || (4.56%) (2.88%)

0.7 293.3 195.5 97.8 0.244 107.424 71.616 35.808
AdderTree 115 0o | (16.0%) || (14.1%) (9.8%) Adder Tree | 15 g | (18.8%) || (16.6%) (9.80%)
PostProcess- 0.2 48.5 7.4 7.4 PostProcess- 0.044 14.88 2.304 2.304
ing Module (2.9%) (2.7%) (0.5%) (0.6%) ing Module (2.9%) (2.6%) (0.53%) (0.63%)

|I Total 5.8 1829.6 1390.0 1199.1 I Total 1.542 570.15 432.08 365.49
- \ S o
F=— e r—7 S=—====== |
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® FPGAL, FIPHIZERBFSHIPITERIELLER (64NFRMAC) :

HREFE &P BREZRIGEIP v12.0
LUT 2558 35773 34,083 33270 33,419
FF 2040 8505 21,217 35462 41,674

EASiZE 300MHz 100MHz 200MHz 300MHz 400MHz
ZiEIR 40 6 24 48 73
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=124 -img1H
% Features:

- B (General Purpose)
nizwlﬁjﬁaﬁ

- ZHEEXZIF (multi-precision support
ERE] (1~24bitfiL

bfloat16) ,

=z TR
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RIE) S EEniE

Hiﬂ'JiJuET:',z‘E (BDISIELIP)

)
EIPAJInt8IE
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[ ;ILI

—MEEFILEIP, K-ﬂ-ﬂm_?ﬁ%{ﬁﬁﬂ,
W*ﬂi_ﬁﬁ'li ZHEE
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Q
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s

J:PIEEER

RHEDEMO
REB S ARYSTHS!

NS

HUAWEI

CPU Gemmini
RoCC Cmd Controller lTransposer| { im2col l
Core
RoCC PTW Dependency Mgmt ;
DMA Engine Spatial || |
\;L“*-D Local TLB C Array ] |
Scratchpad
- (e ] G
% = Accumulator
. Bitshift , SRAM
Bank K Pooling || Matrix Scalar
DRAM Engine Multiplier

£PE array

itH: &

SERTA—

A IPTET S

I Freq. Areaat

- Spatia req. rea a
(%) Array (GHz) 500 MHz
AN

.
/ <‘> Systolic  1.89 120K um?
v Vector  0.69 67K um?
¥ Vv vy
:(;\\' | r/;\) |/_>;\‘ (%) Cxh |

Systolic spatial array
(TPU-like)

o

\

Parallel vector engines
(NVDLA-like)

\_"_x:" :}\ |
|
\

n

_JEEEH?J*GEE%F
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Homomorphic Encryption BEREHITE
. EEZRIN
Enc(x) S "
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| EER =,
FEMNRE

Enc(f(x))

- ¢
User: Has input x, Cloud: has f(')
Wants f(x)
-
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i 7 BRUSEFREMA, WMAEFRIESESGTE
SlEseHlBERE S RN AR

: RSN | AXH | SRR | A | piwn [ miss noise payload
mi | SOTREE
noise budge | budget |
i | tr: '

w3 30,5 1.33 GB 390.6 BeVene 7
BEES 0 305 1. , 390.6%

i1 e c2m)  O1PP et

MRS s 299 546.8GB 21216  112,026.16 f

i34 MB (1.9%56) ® (528(%)

RESE 5oy 0.71 1.58 GB 0053%  7401.49% CKKS ctxt -
& KB (4073£%) (5% (1.4 {265

W%Eﬁ@#@ﬁmﬁﬁﬁ hﬁﬁ SRRt
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EIRIMASINA B REETERWOEEFRR G

EIMURIEHAFTINE  AREAR (X, TFl. i) X SRiEIA

DMK E AV EF 5342 HEAX: An Architecture for Computing on Encrypted Data fsAf(Ksﬁm@m”“gﬁ’%fEHﬁ]T_W*ﬁﬁi’zmﬂﬁﬁ%@
HE’KW;’?’F (ASPLOS 2020) . ’ :.FEIEH*“ ﬁﬁﬁ:%i’};T gﬂlﬂﬂ =] &%&E"]ﬁﬁlq:hul_*
7 25, HBTRGRESIIIRE T 164-268 S RERT
, , ETARM+FPGAZEH), ABFVERSMER RAITER
R B B R FPGA-Based . ngh—Performance Parallel Architecture for s g Fig+ TSI ML EE ., % Xilinx Zyng
(GBEER A Homomorphic Computing on Encrypted Data UltraScale+ MPSoC ZCU102 3T, 7#£200 MHzF+
¥ (HPCA 2019) SR, 183 F71.8 GHZ FE(THIntel 583858 L
BFVEYEf-SCI, RS T 1365 LA AN
ALK St =R S5 28 ERIZSINE T HRE 3 S HEER R 42 18 015
F k Al = h h: imizin nd Acceleratina Homomorphic #, =HTHTRSFJKHESNEREF SIHENE X
Eaglglgjc#mﬁm (E:nfre;Stion?oprtPrivatg In:er:nceccee ating - Homomorpic M@ ERERE, BISRBEMEFRARMRL,
I8 s HPCA 2021 RIS TTHERIINGE; [ERT, B xS &MnE R HEMART
A ( ) Wit eRERE, A1 tHIB I EResNetSOR I I
FacebookE{IIMSLELIEEE LSERT o
IRH—MNEA A RENEH I FHER S RZSINESSASIC, £
ST F1: A Fast and Programmable Accelerator for Fully syFHERYENZASSHHTINR, W7 BABIMEEF, X
SRR Homomorphic Encryption FEMFHERTFEIEER, &2, NTTE, FEdmiEss
= + (MICRO 2021) IRITANEMIRIHE D EERE, ST 5400x#117000x
ROTEREIRT.
. EEfERbootstrapRIIMEAIA, £tXIbootstrapAJitE
R A BTS: An Accelerator for Bootstrappable Fully Homomorphic siipfz@kmiass, RHBTSHR, BiENoCHARA
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(ISCA 2022) FIEIEBLRIZiTE, EResNet20 LiEEIRA/5556x,

fELR LiZHH1306x,
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Intel to Collaborate wi¥ Microsoft on DARPA Program

Intel today announced that it has signed an agreement with Defense Advanced Research Azure Product documentation v Architecture - Learn Azure v Develop v Resources v

Projects Agency (DARPA) to perform in its Data Protection in Virtual Environments (DPRIVE)

program.

News
e March 8, 2021

e Contact Intel PR

More Security News —>

Tags

Security

= &

What's New: Intel today announced that it has signed an agreement
with Defense Advanced Research Projects Agency (DARPA) to perform
in its Data Protection in Virtual Environments (DPRIVE) program. The
program aims to develop an accelerator for fully homomorphic
encryption (FHE). Microsoft is the key cloud ecosystem and

homomorphic encryption partner leading the commercial adoption of
the technology once developed by testing it in its cloud offerings,
including Microsoft Azure and the Microsoft JEDI cloud, with the U.S.
government. The multiyear program represents a cross-team effort
across multiple Intel groups, including Intel Labs, the Design

Engineering Group and the Data Platforms Group, to tackle "the final
frontier” in data privacy, which is computing on fully encrypted data
without access to decryption keys.

Filter by title
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Homomorphic encryption with

SEAL
Hybrid security monitoring

Improved-security access to

multitenant

Long-term security logs in Data

Explorer

Multilayered protection for Azure

VMs
Real-time fraud detection

Restrict interservice

communications

Secure OBO refresh tokens

LS N [ I

Docs / Azure / Architecture / Architectures / ® = Va

Homomorphic encryption with
SEAL

.NET

Companies often send, receive, and store their cloud data in encrypted form. But to take
advantage of cloud computing, companies must provide either unencrypted data or the
keys to decrypt it. This practice puts company data at increased risk. Homomorphic
encryption allows computation directly on encrypted data, making it easier to apply the
potential of the cloud for privacy-critical data.

This article discusses how and when to use homomorphic encryption. It also covers how

to implement homomorphic encryption with the open-source Microsoft Simple Encrypted

Arithmetic Library (SEAL) .
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Runtime .
. g - - N ot Runtime
%ﬁg”ﬂ 48.63MB / 538.5GB 3.37 TB/s 0.145 s 390.6 s (2,693.8x)
LR 56 19MmB / 28.6GB 1.99 TB/s 13.48 ms 2.44 s (181.4%)
(M)
f'\éN'ST*ﬁ 19.25GB / 62,408.5GB 273.28 GB/s 212.16's 112,026.16 s (528.0x)
KEMEAESE |0.565 GB / 1,683.52 GB 1.49 TB/s 11s 1,838.5 s (1,111.76x)

SCISSEIBEE : 10-core / 20-thread, 2.2GHz Xeon Silver E4114 CPUx2; DDR4, 2666 MHz DRAM; 4TB SATA IIl hard drive
DDR4 2666MHzIE{EHEE: 21.3 GB/s




Poseidon——RFERRIRSIMEZNNERS

e N
Stage 1 Stage2 Register File Sta9e 3 r——————— 1 ok @*ﬁg%;
| MAX1 || S a -
«— || I 1 | g - A MA MM NTT | Automorphism | SBT
- || e 18 | o i
o ¥ | =2 HAdd v

g : |‘ MM X 1 ] | < PMult 7 7 7 7
PCle 5 © Ax "l | CMult 7 7 7 7
ﬂcﬂ 16GB/s = § 460GB/s e i Rotation v v v v v
a £ = bateh 51 Register File Reyswich | v | v | 7 7
1‘;; .§ 8 data*512 lanes Rescale v v v v
:|o: 'g c ‘ SBT x 1 J Bootstrapping v v v v v

8 % @ Rescale: this operation scales down the PMult or

= | Register File | CMult result by the scaling factor A. The process can not be

Koy i achieved by simple division in the RNS-based FHE schemes,

I BRAMs > NNTT 1 because the large integers, including the modulus and polyno-

(1) X ] mial coefficients, have already been decomposed into multiple

— Automorphism small-integers, a.k.a., the RNS components, by the Chinese

L ] Remainder Theorem.

_ X 2 Therefore, the RNS-based Rescale operation is described

== - T T T T ———_ _ formally as cr = (erl) = (céj) cg”)o<j</) into ¢’ = (cr'V) =

HBM2 stack HBM2 stack (e e ei-). where ¢! =g, - (e — ") mod g,

X 16 channels '

64-bits X 1800Mbps

X 16 channels

64-bits X 1800Mbps

for r=0,1 and 0 < j <[ —1. The ct'/) is one of the RNS
components of a ciphertext, and q,T] is the inverse of ¢; under
qj, which satisfies q,_] -¢q; mod g; = 1.

Operators: the Rescale operation is fulfilled by a series
of ModAdd and ModMult. Therefore, it contains three lower-
level operators as well: MA, MM, and NTT/INTT.
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BFAfB(1,s); »~fB(b=-a -s+e,a)
HrpsflamE, e2— 1 bEtlEL, b 2—1N44,
XEFBRLWERBRR T —HEHSE: (MERAPINERERHFALR)

BY(cyp,cq)=r(b,a)+(m+e;,e)=(rb+m+e;,ra+e,), EFrEEHELH, e A e, 20t

ME9ZIY, (BATLIEEAEE) .
R m(X) <- (c,(X), ¢/(X)) G+ GS=rb+m+e +ra s+ e,s=m+e+e,5-er

(C11 + C125) X (621 + 6228) = C11C21 + (621612 + c11¢92)s + C19C298°



- BFDthSExREMN

= OB T EEID BEFXREFEModLiFEXEE 71T RN

= NTT

Algorithm 1 Optimized Modular Mult. | MulRed(x, vy, y’, p)

Input: x,y € Z,, p <2¥ 2 andy’ = |y-2"V/p]
Output: z «— x -y (mod p)

1:

2:
3
4:
)
6
7

z «— x-y (mod 2%) » the lower word of the product

t— |x-y' /2" > the upper word of the product
: Ze « t-p (mod 2%) » the lower word of the product

Z—2z2—2 > single-word subtraction
. if z > p then

endzi;'_ o Eﬁ%;ﬁ

Algorithm 2.14 Barrett reduction

? Add % mMod mMult =Add/Sub
= 50
41.79
[ MUlt ;9540 40.58 40.19 4750
[1h]
° ] 30
= Keyswitch | ¢
= 20 13.13
. c 12.74 12.62 11.78
® Rotation 2 0 Im-38 I10-08 I 9.99 I 9.32
lib]
=
/] I - 0
B Con.]ugate = LR LR MNIST MatrixMult
Train Test Evaluation
® Rescale
Other Add (2.2%)
(0.5%) Mutt 10001 NTT | Rotate | Mut | Add
10.3%) = 800 (16,384x) 1 (8,192x) E (4,096x) ' (4,096x)
- g 600 - i i
Rotate @ 400- i :
(55.2%)  (31.8%) = i |
1 200 | |
0 i :

SO = WADP- 0O O = S S = P O WAL - 00 0 e e S P S LD P COEN O = S P S WO AD P 0O T
I ] e — e =

Total time: 970 seconds Speedup factor (2%)

INPUT: p, b >3, k=|log, p] +1,0 <z <b*,and u = |b**/p].
OUTPUT: z mod p.

1.

SNk

’(;“<_ |_|_Z/bk_lJ .u‘/bk-l-lJ-
r < (z mod b**1) — (- p mod bF*1).
If r <0 then r < r + bF+1,

B A
e R
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e

NTTHYITEFHH X MEE" LIEX "HTE"
= +87530: TAM (Twiddle, Accumulation * RS EI A

I =
= JEREF: gM(p-1)/n), gREIR, piotEs, T ST TS AT B

AJEN998244353, 2 A A > A
® ERHTNTTHISIRAMERE: 4096 ~ 655364 _ S J N+ g : 2
T X >v<>§ 1 / /\\ 11 > Aj

T N N,

g|iE: 5 X1 =al+a2 - w1, X2 =a3+a4 -
w2 , X3 =[XT mod g+(X2 mod q) - w3]
mod q,

A, X3 = (X1+X2 - w3) mod qg.

emories
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x “HEB" IURA “HITE"

| |

E I--I:
Al =[al +a2-wl +(@3+a4-wl) -wl] modq a — W W, W P |A
A2 =[al -a2 -wl +(@a3 -a4 -wl) -w2] modq a, X w\/+1 > /+1 » |A:
A3 =[al +a2-wl-(a3 +a4-wl) -wl] modq i ><>§ \ / » |A

+1 3

Ad =[al-a2-wl-(a3-a4-wl) -w2] modq N >W1<+1/\-1 Ws

...... A 1 T wT > (Al
ds , v W w 3 > As

. = s L] % -1 w +1 } < Ae
Example: 40964 ERSIRS, HENTTE ~zr >/<>§Z ZANGIGN

(EEEE 1249 phase, 81 phaseFEE(#{4096 ar + 1
IXRTAM; as — \‘— - / \ > A

MaZE: 41 phase, 54 1 phase 4096;X
TAM
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#OOTH FRIERERH

RIFE ZtmIT (ZgR) |ZEREIT () | MNISTHIE iElEZEET
REIE (109 266 0.828 31900 428

NTTRES (10°) 102 0.276 12300 165
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Runtime .
. g - - N ot Runtime
g’%ﬁfg“ﬂ 48.63MB / 538.5GB 3.37 TB/s 0.145 s 390.6 s (2,693.8x)
ZIEER(56 19MmB / 28.6GB 1.99 TB/s 13.48 ms 2.44 s (181.4%)
(M)
f'\éN'ST*ﬁ 19.25GB / 62,408.5GB 273.28 GB/s 212.16's 112,026.16 s (528.0x)
sEREAESE [0.565 GB / 1,683.52 GB 1.49 TB/s 11s 1,838.5 s (1,111.76x)

SCISSEIBEE : 10-core / 20-thread, 2.2GHz Xeon Silver E4114 CPUx2; DDR4, 2666 MHz DRAM; 4TB SATA IIl hard drive
DDR4 2666 MHzl#{EwE: 21.3 GB/s
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FARMABHNTTEEXN LA
F—— lter1: 512 (=4096/8) — Soullitgniiegi
{ 0 [ 8] - [4080]4088] FRIVEFTIZIT.
| 1 | 9 |

[ 4081 | 4089 |

B : the 1°' 8 input data for the NTT core
: the 4™ 8 input data for the NTT core

: the 8" 8 input data for the NTT core

n 15 22 29 36 43 50 57

Offset =1

a W, +1 Wi +1 W1 +1 » A

6 | 14 |40.86| 40§4| 2 TSZT O\ AT > A,
7 | 15 - [ 4087 | 4095 | as P, L W 7> A

Iter2: 64 (=4096/64) I

as

o KX XX
» A
In 23 | 30 | 37 | 44 | 51 [ 58 n 64 ~ 71 -~ |3968 ~3975| 4032 ~ 4039 . SN T XK -1} ?
Q _ W. + R AG
& 72~79 | - | 3976 ~ 3983 4040 ~ 4047 DG ANY
2 9 31 | 38 | 45 | 52 | 59 o) - . . ar %M G E > A
: - - % A A T A
3 | 10 | 17 30 | 46 | 53 | 60 112~119| - [4016 ~ 4032| 4080 ~ 4087
120~127| - [4024 ~ 4021 4088 ~ 4095 ay YT T A > A
4 | 11| 18 | 25 n 47 | 54 | 61 a, —< — > A
lter3: 8 (=4096/512) | TN

as Wi +1 -1 W3 +1 } A;
0~63 |[512~575| - |3072~ 3135|3584 ~ 3647 a >< a7 SXXA > A

1 1 W
64~ 127 | 576 ~ 639 3136 ~ 3199 | 3648 ~ 3711 as W - As
: : : s > A,
-1 w +1 -1
{ 384 ~ 447 | 896 ~ 959 3456 ~ 3519 3968 ~ 4031 a, ><>§ - / \\ —

1 +1 1
448 ~ 511 | 960 ~ 1023 3520 ~ 3583 | 4032 ~ 4095 ag ><I4 \ 5 \ > As

5 12 19 | 26 33 n 55 | 62

Offset = 64
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CPU

Core: 10-core Intel Xeon
Silver 4114
""" Frequency:|2.2GHz
Threads: |20
TDP: 85W
DRAM
Capacity: [64 GB x4
U280 Interface: |DDR4
Storage Frequency:|2666 MHz
HBM 8 GB
DRAM 32 GB Sob
. FPGA Capacity: |256 GB
ES;'CG )‘I(%\gflzp Interface : |SATA 3.0
FF 2607 k : % s
DSP 9024 I “=| Capacity: |4TB
BRAM 70.9 Mb “. Interface: |SATA 3.0
Over LR LSTM || ResNet-20 | Packed Boot-
CPU | 100x (}Flﬁéi) Poseidon | o [19] [27] 28] strapping [30]
(Xeon) (GZI;U) [32] (FPGA) FI+ (ASIO) 639 2,573 2,693 58.3
A == 4{8 0]7 7ot 0 I CraterLake (ASIC) || 119.52 138.0 24945 3901
PMult 38.14 7,407 4,161 13,310 349 BTS-1 (ASIC) 399 ! 1910 /
CMut 038 57 179 373 T18% BTS-2 (ASIC) 28.4 / 2,020 /
NTT 9.5 7 337 3478 | 1,348% BTS-3 (ASIC) 43.5 / 3,090 /
Keyswitch | 04 7 104 312 780 ARK (ASIC) 7717 / 294 /
Rotation | 039 o1 7 300 TTax over100x (GPU) 775 / / /
Rescale 6.9 1,574 / 3,948 572 [ Poseidon (FPGA) |[ 72.98 | 1,848.89 || 2,661.23 | 127.45 |
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EHRFEGEHNTE, ZEITIRERRR

HPCA 2023 accept!

HBM _ Scratchpad Running
BB VB Thre | Fre- (GH2) | ATSSEEITE, HiT
(GB / TB/s) (MB / TB/s) VEfE - FEE256~512MA
F1+ [35], [36] (ASIC) 1671 256 / 29 T Szabe cratchPad
CraterLake [36] (ASIC) 1671 256 7 29 T cratchira
BTS [24] (ASIC) 16 /1 512/ 38.4 1.2
ARK [23] (ASIC) 321/ 2 512 /20 1
Poseidon (FPGA) 8 /045 8.6 /3.4 0.45
Packed LUT FF Latency
LR | LSTM | ResNet-20 .
[19] 1271 es[zg] Boots[t:;‘g]ppmg S— (Sko) (6k8) D(S)P BR(?M (cygles)
X

HAdd (%) 9779 | 97.69 97.76 63.29

PMult (%) 97.65 | 97.15 97.43 97.48 MM (x1) 170 | 160 | 1536 0 S
CMult (%) 4472 | 5555 50.15 7235 NTT (x1) 358 344 | 4032 1024 21
Keyswitch (%) 36.8 47.47 42.05 63.29 Automorphism (x2) 52 2 0 1024 517
Rotation (%) 65 | 3239 58.67 3367 SBT (x1) 0% 703 1 3070 0 T
Rescale (%) 26.16 | 29.98 2683 26.83

Bootstrapping (%) | 4639 | 56.43 52.18 7 . . — .

02591-1‘21 (%@) 4278 | 51.99 43.08 59.07 EINELIRIRR R AES
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