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PIRacle: A Fast and Scalable Private Information
Retrieval System for Key-Value Stores
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Abstract—Keyword Private Information Retrieval (PIR) sys-
tems that leverage Homomorphic Encryption (HE) allow for
the execution of private queries on public databases hosted by
untrusted servers. However, existing solutions are significantly
hindered by high computational overhead and inefficiencies in
handling variable-length data, which impose limitations on their
practical deployment. To address these challenges, we propose
PIRacle, a high-performance protocol and deployment-optimized
private retrieval system for key-value stores. First, PIRacle
introduces a lightweight computational protocol that substan-
tially reduces computational overhead by utilizing constant-
weight codes and Fermat’s Little Theorem. Additionally, to
address the inefficiencies associated with variable-length data,
PIRacle applies a two-pass sorting strategy combined with
computation pruning, effectively mitigating the computational
expansion typically induced by padding overhead in conven-
tional designs. Moreover, PIRacle incorporates a workload-aware
scheduling framework that dynamically distributes computation
across parallel execution units, enabling efficient scaling with
available hardware resources. Experimental results demonstrate
that PIRacle reduces server-side latency by up to 88.5× compared
to the state-of-the-art solution.
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I. INTRODUCTION

THE widespread adoption of cloud computing has led to
a significant transformation in data query practices, with

remote servers increasingly serving as central platforms for
large-scale data storage and access [1], [2]. However, this shift
has also introduced substantial privacy risks, especially in the
context of public data querying scenarios [3], [4], [5], [6]. In
such scenarios, clients submit plaintext queries to the cloud, po-
tentially exposing their query interests to the server, which may
compromise privacy. To address this issue, Private Information
Retrieval (PIR) [7], [8] has emerged as a promising solution. It
allows clients to submit encrypted queries and retrieve results
from a public plaintext database, ensuring that the server learns
nothing about the client’s query intent.

Currently, PIR systems are primarily categorized into two
main types: Index PIR [9], [10], [11], [12], [13], [14], [15]
and Keyword PIR [7], [16], [17], [18]. Index PIR designs as-
sume that the server database consists of n-entry arrays, allow-
ing clients to retrieve the i-th entry from the untrusted server
without revealing their points of interest. This approach relies
on Homomorphic Encryption (HE) schemes [19], [20], which
enable the extraction of the target entry by performing compu-
tations over all entries in the database. However, in practical
applications such as contact lists, video libraries, and websites,
datasets are typically organized as key-value pairs. In these
cases, clients seek to retrieve the value associated with a specific
key rather than an entry by index, rendering Index PIR impracti-
cal. To address this limitation, Keyword PIR extends Index PIR
to enable keyword-based retrieval. It introduces a homomorphic
equality operator (EQ) [21], which allows the server to perform
homomorphic equality comparisons between the client’s query
and each key in the database, generating an encrypted index.
The server can then use this encrypted index, along with Index
PIR, to retrieve the corresponding value privately.

Despite the advancements in Keyword PIR that make it suit-
able for real-world scenarios, scaling these solutions to large-
scale commercial applications continues to present a significant
challenge. The most prominent issue remains the inefficiency
in computational performance. For instance, the state-of-the-art
Pantheon system [17], deployed on an AWS instance with 48
vCPUs, requires over an hour to process a single private query
on a key-value store containing 1 million entries. In contrast,
traditional non-encrypted systems can typically process such
a query within seconds. The root cause of this inefficiency
lies in the substantial computational overhead introduced by
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the EQ. We observe that, due to the high computational cost
of HE operations, such as Mult and Bootstrapping, the
EQ operator accounts for over 93% of the total execution time
(details in § II-D1), making it the primary bottleneck in query
processing and significantly limiting system performance.

Another key challenge lies in the inefficiency of retrieval
for variable-length datasets. To exploit the SIMD capabilities
[19], [20] of HE, existing PIR systems typically model the
database as a two-dimensional matrix of “uniform” records.
However, this assumption rarely holds in practice—real-world
data from platforms like Amazon [22], Google [23], and Face-
book [24], [25] exhibit significant variability, with standard
deviations often exceeding 30% of the mean. To meet the re-
quirement of HE for structural regularity, servers must pad all
data items to match the longest record during processing. While
this formally restores the matrix consistency required by HE,
it substantially increases data volume and storage overhead.
More importantly, since PIR inherently performs a linear scan
over the entire dataset, the data inflation introduced by padding
further enlarges the computational burden, degrading overall
system efficiency (see § II-D2 for details).

To address these challenges, we propose PIRacle, a fast and
scalable keyword PIR system designed to support variable-
length key-value entries. PIRacle achieves its efficiency and
scalability through the integration of the following key tech-
niques. First, building upon prior constant-weight code (CWC)
[26] and Fermat’s little theorem (FLT) [27]-based mechanisms,
PIRacle refines the EQ to achieve lightweight computation—
requiring only a few Mult operations—and a fixed, shallow
multiplicative depth that eliminates bootstrapping. This refine-
ment preserves the theoretical basis of existing CWC- and
FLT-based approaches (e.g., [16], [17]) while substantially im-
proving their practical efficiency and scalability. Secondly, for
variable-length data, PIRacle adopts a two-pass stable sorting to
decouple the padding characters from the payload. This design
enables PIRacle to skip computations on padding characters
through computation pruning, thus avoiding meaningless com-
putational overhead. Finally, PIRacle integrates recent advances
in HE acceleration to achieve substantial computational gains.
It introduces a workload-aware task scheduling framework that
efficiently distributes workloads across parallel compute units,
enabling scalable performance as additional resources become
available. This design significantly improves throughput and
makes PIRacle well-suited for large-scale, deployment-oriented
applications.

In summary, the contributions of this work are as follows:
• We optimize the homomorphic equality operator. Com-

pared to prior approaches, our design achieves fixed mul-
tiplicative depth and reduces equality check overhead by
1∼2 orders of magnitude.

• We introduce a two-pass stable sorting mechanism coupled
with computation pruning, enabling the system to skip
redundant operations on padding and significantly improve
performance on variable-length datasets.

• We develop a dynamic scheduling mechanism that ensures
balanced workload distribution across heterogeneous com-
pute environments.

• Extensive evaluations on five real-world datasets show that
PIRacle achieves up to 88.5× speedup over state-of-the-
art keyword PIR baselines.

II. BACKGROUND Motivation

A. Fully Homomorphic Encryption

Homomorphic encryption (HE) [19], [20], a cryptographic
method that enables the computation of encrypted data, is often
employed as a fundamental component in constructing PIR
solutions. In this paper, we focus on the BFV [19] scheme
among various HE schemes, due to its widespread adoption in
existing PIR solutions.

In the BFV scheme, a plaintext x is represented as a vector of
length N , where N belong to 210, 211, . . ., 215. Each element
within this vector is an integer modulo a prime T , i.e., each
element < T . This vector format constitutes the fundamental
data unit processed by the BFV scheme. By employing a public
key pk, the BFV.encrypt function can encrypt the plaintext
vector x into the corresponding ciphertext [[x]]. This ciphertext
consists of two vectors, with each coefficient being an integer
modulo Q, where Q significantly exceeds T to ensure the
robustness and security of the encryption. The ciphertext [[x]]
can be decrypted back into the original plaintext x using the
private key sk and BFV.decrypt function. Assume N = 4,
x is [1, 2, 3, 4], and the BFV scheme supports the following
arithmetic operations:
• Add (+)/Sub (-): receives ciphertexts or plaintexts and

outputs their sum/difference. e.g., [[x]] + [[x]] = [[x]] + x=
[[x+ x]], encrypting [2, 4, 6, 8], respectively.

• PMult (·): receives a ciphertext and a plaintext and outputs
their product. e.g., [[x]] · x= [[x · x]], encrypting [1, 4, 9,
16].

• Mult (·): receives two ciphertexts and outputs their prod-
uct. e.g., [[x]] · [[x]] = [[x·x]], encrypting [1, 4, 9, 16].

• Rotate (φ): receives one ciphertext [[x]] and an integer k
and outputs φk([[x]]). e.g., φk([[x]]) encrypts [4, 1, 2, 3].

• Bootstrapping (BS): In the BFV scheme, each cipher-
text contains a noise component and a predefined noise
threshold. This noise component grows asymmetrically
during arithmetic operations, particularly with PMult and
Mult. Once the noise component exceeds the predefined
threshold, the ciphertext becomes undecryptable. There-
fore, the BFV scheme only supports a limited number of
serial multiplication operations on ciphertexts. To address
the issue of noise accumulation, Bootstrapping [28],
serving as the most expensive homomorphic operations,
can reset the noise to a low level to further support subse-
quent calculations. Table I presents the computational cost
with different BFV operations.

B. Homomorphic Equality Operators

Equality checking over encrypted values is a fundamental
operation in a wide range of encrypted data processing tasks,
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TABLE I
COST OF OPERATIONS IN SEAL. N = 215, log2 Q= 881

Operation Output CPU cost (ms) Noise

Sub([[x]], [[y]]) [[x− y]] 1.2 -
Add([[x]], [[y]]) [[x+ y]] 1.2 -
PMult([[x]], y) [[x · y]] 39.3 > log2 T
Mult([[x]], [[y]]) [[x · y]] 272.1 > log2 T
Rotate([[x]], k) φk([[x]]) 168.3 -
Bootstrapping([[x]]) [[x]]BS > 1 minute -

Fig. 1. The equality check procedure of [[x]] and y.

including secure search [29], [30] and Keyword Private Infor-
mation Retrieval (PIR) [16], [17]. In this context, the homomor-
phic equality operator, denoted as EQ, is defined:

EQ([[a]] , b) =

{
[[1]] , if a= b,

[[0]] , if a �= b.

Currently, the most advanced approach [17], [21] leverages
Fermat’s Little Theorem [31], which states that for any prime
modulus T and integer a �≡ 0 mod T , it holds that aT−1 ≡
1 mod T . This property integrates naturally with the BFV
scheme, where plaintext arithmetic is performed modulo T .
Therefore, given two plaintext vectors x and y of length N , with
entries in ZT , element-wise equality in the encrypted domain
can be computed via:

EQ([[x]] , y) = s− [[x− y]]
T−1 (1)

where s is [1, 1,. . ., 1]. For illustration, let N = 4, T = 17, x=
[5, 2, 8, 9], and y = [2, 2, 3, 4]. As in Fig. 1, EQ([[x]] , y) returns
a ciphertext encrypting the vector [0, 1, 0, 0].

The equality operator described above can be extended to
support encrypted comparison of multi-segment vectors. Con-
sider two vectors m and n of length N , where each element
is a large integer represented using l = t× log2(T − 1) bits.
Since the BFV scheme operates over plaintext slots of in-
tegers less than T , each element must first be decomposed
into t smaller segments, each fitting within log2(T − 1) bits.
Let the decomposed forms be m= {m1,m2, . . . ,mt} and
n= {n1, n2, . . . , nt}, where each mi, ni ∈ ZT . The extended
equality operator is then defined as:

EQ([[m]] , n) =

t∏
i=1

(s− [[mi − ni]]
T−1

)BS (2)

Each pair of segments ([[mi]] , ni) is compared independently
using the single-segment equality logic, and the final result is
obtained by multiplying the outputs of all sub-comparisons.

• Observation #1: The equality operator is computation-
ally expensive. First, it incurs a large number of homomorphic
multiplications (Mult), with a total of log2(T−1) · t+ t− 1
operations required. Second, it exhibits a substantial multiplica-
tive depth of log2(T−1) + t− 1, which often necessitates re-
peated invocations of expensive Bootstrapping to manage
ciphertext noise for each sub-comparison. Notably, both the
multiplicative cost and circuit depth grow linearly with the
bitwidth l of the input integers.

C. Private Information Retrieval

1) PIR Definition: Private Information Retrieval (PIR) is
designed to address the problem of privacy-preserving data
retrieval over public databases [7]. A PIR system typically
involves three entities: the client, the server, and the database
hosted on the server. The system operates under the semi-
honest threat model [8], [9], [10], [11], [12], [13], [16], [17], in
which the server correctly follows the protocol but may attempt
to infer sensitive information about the client’s query by observ-
ing the protocol’s execution behavior. Under this assumption,
PIR guarantees that clients can retrieve specific entries from the
server-hosted database DB without revealing any information
about their query intent.

2) PIR Categories: While all PIR systems share the goal
of ensuring query privacy, their specific implementations vary
significantly depending on how databases are organized and
accessed. Consequently, PIR schemes are commonly classified
into two major categories based on database structure and query
approach: Index PIR and Keyword PIR.

Index PIR. Index PIR [9], [10], [11], [12], [32], [33],
[34] enables clients to privately retrieve the i-th entry from
a public database structured as an n-entry array DB =
{d0, d1, . . . , dn−1}, without revealing the index i to the server.
While efficient in terms of computation and communication,
Index PIR assumes that the client knows the exact index of
the target entry. In many real-world scenarios, however, clients
only possess high-level identifiers (e.g., keys) and must first
download the complete key set to establish a local key-to-index
mapping [7], [35]. This additional step significantly increases
communication overhead and limits the scheme’s scalability in
large or frequently updated databases.

Keyword PIR. To overcome the limitations of Index PIR,
Keyword PIR schemes [16], [17] have been proposed, which
assume the database is structured as a set of key-value pairs,
i.e., DB = {(k1, v1), (k2, v2), . . . , (kn−1, vn−1)}, where each
key ki serves as a unique identifier. Keyword PIR enables clients
to retrieve values using encrypted queries based solely on the
target key, without prior knowledge of index positions. This
keyword-based retrieval is made possible by equality opera-
tors (EQ) in § II-B, which allows the server to compare the
encrypted query key against all plaintext keys in the database,
thereby computing the encrypted indices. These results are then
used to retrieve the corresponding value via the Index PIR.
However, as demonstrated in Observation #1, Keyword PIR
schemes typically exhibit lower retrieval efficiency than Index
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Fig. 2. Encoding process. Assume N = 4, T = 216 + 1. Here, a1, a2
denote the two 16-bit segments of a.

PIR due to the significant computational overhead introduced
by the EQ.
• Observation #2: Existing PIR schemes operate under the

implicit constraint of uniform data length, primarily due to
the batching semantics of homomorphic encryption and the
structural regularity required for vectorized computation [9],
[10], [12], [16], [17]. In these schemes, the server encodes the
database as a structured matrix, enabling SIMD-style operations
across ciphertext slots. While this representation poses no is-
sue for uniform-length datasets, it becomes problematic when
applied to variable-length entries—which are prevalent in real-
world applications. As illustrated in Fig. 2, to achieve alignment
across slots, the server must pad each entry with leading zeros
to match the longest record, thereby inflating the size of the
encoded dataset. Since PIR protocols typically perform linear
scans over the entire database, this inflation proportionally in-
creases the computational cost of each query, degrading overall
efficiency.

D. Empirical Analysis of Keyword PIR Bottlenecks

To validate the performance challenges raised in Observation
#1 and #2, we conduct experiments based on Pantheon [17],
one of the most advanced keyword PIR systems to date. We
use two variable-length datasets (e.g., UDB [24], ZiDB [24],
UP2X [25], USR [25]) from Facebook and a uniform-length
synthesized dataset (i.e., Uni) to evaluate the system, each con-
taining 1 million key-value pairs. Full experimental settings and
dataset details are described in § V.

1) Inefficiency in Equality Operator: Fig. 3(a) reports
the average query latency for executing a private query using
Pantheon across different datasets. Notably, the homomorphic
equality operator (EQ) accounts for over 93% of the total
server-side execution time in all cases. This dominant overhead
arises from its reliance on costly BFV operations, particularly
Mult and Bootstrapping, whose computational expense
is detailed in Table I. By contrast, the subsequent Index PIR
phase (denoted as “Rest Cost”) is significantly less demanding,
as it primarily involves lightweight operations such as PMult
and Add. These results clearly indicate that EQ constitutes the
primary computational bottleneck in current systems.

This leads to our first design goal: to develop a new equal-
ity operator that minimizes the use of costly primitives such
as Mult and Bootstrapping, and instead leverages more
lightweight homomorphic operations wherever possible (§ III).

2) Inefficiency in Variable-Length Handling: As discussed
in Observation #2, current HE-based PIR schemes handle

Fig. 3. (a) The proportion of EQ in the total time cost. (b) Retrieval time
increases when handling variable-length datasets. The experimental details
refer to § V.

variable-length records by padding each key and value to match
the longest entry in the dataset, ensuring alignment for vec-
torized homomorphic operations. While this approach ensures
correctness, it also introduces significant computational waste
by performing redundant operations on padded characters.
Fig. 3(b) illustrates this effect: Origin denotes computation on
actual payload data, while Extra corresponds to computations
over padding. Across the four variable-length datasets, padding
increases the total homomorphic workload by factors of 4.11×,
2.62×, 2.83×, and 3.15×, respectively. In contrast, the fixed-
length baseline incurs no such overhead. These results confirm
that padding-based alignment is highly inefficient for variable-
length data, and the inefficiency grows more severe as the
variance in entry lengths increases.

Accordingly, our second design goal is to enable PIR systems
to avoid redundant computations on padding and reduce overall
system latency (§ IV).

III. PIRACLE CONSTRUCTIONS

A. Equality Operator Design

1) Constant-Weight Code: Constant-weight Code [26] plays
a fundamental role in our lightweight homomorphic equality
operator (EQ). Constant-weight code is a specialized encoding
technique that transforms each integer to a m-bit code with a
constant Hamming weight w. This can be viewed as a combi-
natorial problem, where w positions out of m are set to “1”,
while the remaining positions are set to “0”. Therefore, for a
fixed Hamming weight w, to have a binary constant-weight
code with a size of at least n, we must choose the length m,
such that

(
m
w

)
≥ n. For example, when m= 4 and w = 2, the

total number of unique constant-weight code is determined by
the binomial coefficient

(
m
w

)
= 6, allowing six distinct integers

to be represented. In this case, the integer 1 is encoded as 0011,
while 2 is encoded as 0101. In the following paper, we denote
the binary Constant-weight code with length m and Hamming
weight w by CW (m, w).

2) Arithmetic Constant-Weight Equality Operator: For two
Constant-weight codes, x, y ∈ CW (m, w). Algorithm 1 de-
scribes the arithmetic equality operator applied in plaintext over
constant-weight codes.

Proof: In Algorithm 1, if x and y are equal, the positions
of the bits set to “1” in their codes are identical. Consequently,
the inner product, e, will equal w. Conversely, if x and y are not

Authorized licensed use limited to: University of Chinese Academy of SciencesCAS. Downloaded on October 07,2026 at 13:17:59 UTC from IEEE Xplore.  Restrictions apply. 



CHEN et al.: PIRACLE: FAST AND SCALABLE PRIVATE INFORMATION RETRIEVAL SYSTEM FOR KEY-VALUE STORES 1681

Algorithm 1: Equality Operator in plaintext
Input: x, y ∈ CW (m, w)
e←

∑m−1
i=0 x[i] · y[i]

r← 1− (e− w)T−1 mod T
Output: I ∈ {0, 1}

TABLE II
COMPUTATIONAL COMPLEXITY OF DIFFERENT EQ

PMult Mult Bootstrapping Mul Depth

Pantheon 0 t ∗ p+ t− 1 ≈ t p+ t− 1
CwPIR m≈ l w ≈ l/2 < logw w + 1
PIRacle m p 0 p+ 1

equal, the sum of the bits will be in the range [0, w − 1]. There-
fore, when using (e− w) as input to Fermat’s Little Theorem,
as defined in § II-B, it holds that

r =

{
1 e= w

0 e ∈ {0, 1, . . . , w − 1}

Homomorphic Equality Operator. The above arithmetic
equality operator can be easily extended to the encrypted do-
main. Given two constant-weight codes, x, y ∈ CW (m,w), we
wish to check the equality between [[x]] and y, where [[x]] is in
form of m ciphertexts encrypting x[i], i ∈ [0,m), respectively.
The EQ([[x]] , y) can be divided into two steps:⎧⎨

⎩(1) [[e]] =
m−1∑
i=0

[[x[i]]] · y[i]

(2) [[r]] = 1− [[e− w]]
T−1

(3)

Notably, as described in § II-A, BFV plaintexts and cipher-
texts are batch-packed with N elements in ZT to enable batch
processing using SIMD parallel processing capabilities. This
enables our homomorphic EQ based on constant-weight codes
to compare N elements simultaneously.

3) Complexity Analysis: We compare the computational
complexity of our proposed EQ operator with that of the con-
ventional EQ used in Pantheon [17] and CwPIR [16]. The com-
parison focuses on the number of Mult, PMult, and Boot-
strapping operations required to compare an encrypted inte-
ger against N candidates, each represented by l bits. The overall
results are summarized in Table II.

In Pantheon, each l-bit integer is divided into
t= �l/log2(T − 1)	 chunks according to the plaintext
modulus T , where p= log2(T − 1). Each segment-wise
equality comparison requires p Mult operations, leading to a
total of t · p+ t− 1 Mult. In contrast, CwPIR first encodes all
integers into binary codewords ∈ CW (m,w) using constant-
weight codes. Each codeword is divided into m segments
for sub-comparisons, and the partial results are aggregated
through cumulative multiplications. This process requires
approximately m PMult and w Mult operations, where
m≈ l and w ≈ l/2. It is worth noting that in both Pantheon
and CwPIR, the multiplicative depth grows linearly with the
input bit width l. As a consequence, to mitigate decryption

failures caused by noise growth, frequent bootstrapping is
required—up to O(l) times in practical deployments.

Our proposed EQ operator fundamentally differs in design.
It combines the representational efficiency of constant-weight
codes with the algebraic properties of Fermat’s little theorem
(FLT). The overall computation proceeds in two stages: first,
lightweight subset comparisons are performed via constant-
weight encoding; second, FLT is employed to efficiently ag-
gregate the sub-results. This two-stage design offers two key
advantages: (1) Compared with Pantheon, which solely relies
on FLT, our method significantly reduces the cost of subset
comparisons. Specifically, the original t · p+ t− 1 Mult oper-
ations are replaced by approximately m PMult (with m≈ l).
(2) Compared with CwPIR, our design greatly optimizes the
result aggregation. Instead of performing about w serial Mult
operations, only p Mult operations are required. Most impor-
tantly, the multiplicative depth is reduced to p+ 1, a constant
independent of the bit width l. With appropriate homomorphic
encryption parameter selection, such a depth can be supported
without invoking any Bootstrapping operations.

B. Keyword PIR Constructions

In this section, we describe our Keyword PIR protocol using
the EQ based on constant-weight codes, i.e., PIRacle. It builds
upon existing Keyword PIR frameworks but introduces several
optimizations to improve performance, consisting of six stages
as follows. For ease of description, we assume that the database
DB on the server side holds n key-value items with uniform
length, where each value is lv bits.

1) Setup in Server Side: In this stage, the server converts all
keys in its database into constant-weight codes ∈ CW (m,w).
To ensure the mapping is injective,

(
m
w

)
must be greater than

max(key), where max(key) represents the largest key in the
dataset. This process is described in Algorithm 2. For each ki ∈
the database DB, it assigns the ki-th valid constant-weight code
from a stored list of codes to ki.

2) Query Generation in Client Side: In this stage, the client
constructs its query and sends it to the server. First, it applies
the Algorithm 2 to transform its target key to constant-weight
code. Next, the client encrypts each bit of the constant-weight
code into a separate ciphertext. Assume the target key of client
is x ∈ CW (m,w), the corresponding m ciphertexts encrypting
[x[0], x[0], . . . , x[0]], . . ., [x[m− 1], x[m− 1], . . . , x[m− 1]],
respectively.

Query Compress. In practical implementation, sending m
ciphertexts directly to the server imposes a significant network
bandwidth burden, especially when m is large. To reduce this
overhead, PIRacle leverages the batching feature of the BFV en-
cryption scheme, which allows packing N integers into a single
ciphertext. This design significantly reduces the communication
overhead for query transmission. Note that, on the server side,
this ciphertext q will be expanded back into its original form of
m ciphertexts to facilitate equality checks against all keys. The
above process can be generalized for any m and N . As a result
of communication compression, the PIRacle client only needs
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Algorithm 2: Setup in PIRacle server

Algorithm 3: Query Expansion in PIRacle server

Algorithm 4: Equality Check in PIRacle server

to send �m/N	 ciphertexts to the server, instead of the full set
of m ciphertexts.

3) Query Expansion in Server Side: In this stage, the server
expands the ciphertext received q such that each bit of the
related constant-weight code is in a separate ciphertext. Algo-
rithm 3 describes the query expansion procedure. Specifically,
it iteratively extracts an element in q via m specific mask vector
(line 2) and fills the ciphertext with this element by Rotate
and Add (line 4), eventually generating m ciphertexts encrypt-
ing [x[0], x[0], . . . , x[0]], . . ., [x[m− 1], x[m− 1], . . . , x[m−
1]], respectively, denoted by q[m]. Note that the query ex-
pansion is lightweight and is independent of the scale of the
dataset since the expansion procedure depends solely on m (i.e.,
the bitwidth of the constant-weight code) and not on the total
number of keys stored on the server.

4) Equality Check in Server Side: In this stage, the server
performs the homomorphic equality operator (EQ) to check the
equality between the q[m] and all keys in the database. First, to
facilitate subsequent computation, the server encodes all keys
∈ CW (m,w) into plaintext vectors. Based on the length N of
the BFV plaintext vector, all keys are encoded into �n/N	= β
vector sets, each containing m vectors, denoted as K[β][m].

Algorithm 5: Index PIR in PIRacle server

Then, the server performs EQ based on constant-weight code
proposed in § III-A between q[m] and K[β][m] and outputs
I[i], i ∈ [0, β) for each sets. Algorithm 4 illustrates the equality
check procedure, where ptone, ptw are plaintext vectors [1, . . .,
1] and [w, . . ., w], respectively.

5) Index PIR in Server Side: In this stage, the server uses
the I[β] to extract the target value. First, similar to K[β][m],
the server first encodes all values into β vector sets, each
containing �lv/ log2 (T − 1)	= t vectors, denoted as V [β][t].
Next, the server employs FastPIR [12], which is preferred due
to its lower processing time, to generate the result Ans. The
Index PIR procedure is outlined in Algorithm 5. Specifically,
the server iteratively computes the product between I[β] and
V [β][t], summing the intermediate results into t ciphertexts
res[t]. Throughout this process, the β − 1 non-target sets are
masked, ensuring that the sum res[t] encapsulates only the
target value, with each ciphertext containing partial bits of that
value. Subsequently, the server consolidates these results into
a single ciphertext Ans by performing successive Rotate and
Add operations. Finally, the server sends Ans and I back to
the client. Here, I =

∑β−1
i=0 I[i] serves as an indicator for the

starting position of Ans.
6) Decrypt Ans in Client Side: After receiving the Ans and

I from the PIRacle server, the client first decrypts Ans to obtain
the plaintext vector. Then, the client decrypts the I to get the
index information and shifts the vector based on the index to
get the desired value finally. If the value is nil, i.e., the query
key is not present in the key-value store.

IV. VARIABLE-LENGTH SUPPORT IN PIRACLE

A. Two-Pass Stable Sorting

As highlighted in § II-D2, due to the batching nature of
homomorphic encryption (HE) schemes, most existing PIR pro-
tocols tend to assume uniform record lengths, often achieved
by padding entries to the maximum bitwidth. [9], [10], [12],
[16], [17]. While straightforward, this approach comes at a
cost: padding bits—despite carrying no meaningful data—are
interleaved with payload bits within the plaintext vector and are
treated as a whole during the computation with the encrypted
query from clients. This entanglement leads to inflated compu-
tations. PIRacle addresses this inefficiency by structurally de-
coupling padding bits from actual payloads. The central design
insight is to group entries with similar bitwidths, so that the
high-order padding can be isolated into dedicated zero plaintext
vectors. These zero plaintext vectors can then be recognized and
eliminated from computation at runtime.
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Algorithm 6: Two-Pass Stable Sort

To realize this, PIRacle adopts a two-pass stable sorting
mechanism, inspired by radix sort, outlined in Algorithm 6.
Unlike traditional radix sorting, which operates on fixed digit
priorities, PIRacle’s sort order is determined by a dataset-
specific boolean flag, keyFirst, which controls whether key
or value bitwidths are prioritized. If keyFirst is true, the
system first performs a stable sort on the key bitwidths, followed
by a second stable sort on the value bitwidths. Conversely, if
keyFirst is false, the order is reversed: values are sorted first,
then keys. Notably, the value of keyFirst is determined by
the distribution characteristics of the dataset, we analyze it in §
IV-B.

Once sorted, the dataset exhibits a structured ordering in
which key or value entries increase monotonically in bitwidth.
This organization causes the high-order padding of shorter en-
tries to be aligned toward the beginning. As a result, when a
batch ofN entries is encoded into plaintext vectors, the high bits
of shorter entries remain zero, and entire zero-padded regions
are concentrated into dedicated zero vectors. These zero vectors
are easy to detect and can be skipped during homomorphic
computation, enabling effective pruning and improving overall
system performance. The downstream effects of this alignment
are discussed in the context of the equality check and Index PIR
phases in the following sections.

B. Computation Pruning

1) Variable-Length Key Handling: In the equality check
stage, the server checks the equality between the encrypted
queries q[m] and plaintext matrix K[β][m]. Although all keys
are represented by constant-weight codes CW (m,w), the
bitwidth of the original payload significantly affects the distri-
bution of zeros in CW (m,w). Notably, shorter keys result in
high-order zero padding in theirCW (m,w) form. Therefore,
after the two-pass stable sorting, the high-order padding of these
shorter keys will be clustered and encoded into zero plaintext
vectors. As illustrated in the right half of Fig. 4, the plaintext
vector K[0][0] in the matrix K[0][m]—corresponding to the
high-order padding—is encoded as a zero vector. Consequently,
when computing: sum[i]←

∑m−1
j=0 q[j] ·K[i][j], any multipli-

cation involving such a zero vector (e.g., K[0][0]) has no impact
on the result and can therefore be safely skipped. This optimiza-
tion saves one PMult and one Add, without introducing any
semantic deviation or correctness risk.

Fig. 4. The overall procedure when the PIRacle server handles 8 variable-
length entries. In this example, we assume the encrypted query corresponds
to {10100}, and the parameters (N , m, w) are set to (4, 5, 2).

2) Variable-Length Value Handling: A similar optimization
applies in the Index PIR stage. On the left side of Fig. 4, the
high-order padding of several short values appears in the first
column of V [1][3], i.e.,V [1][0], and is encoded as a zero vector.
Consequently, during the computation: res[i] =

∑β−1
j=0 I[j] ·

V [j][i], the computation involving V [0][0] can be safely omit-
ted, yielding the same computational saving of one PMult and
one Add. Notably, as discussed above, this padding-oriented
pruning mechanism is entirely determined by the length distri-
bution of the public dataset DB handled by the server and is
completely independent of the client’s encrypted query q[m].
As a result, it does not reveal any additional information about
the client’s query. For a detailed security analysis, please refer
to § IV-D.

3) Trade-Off: In practice, optimizing computation for
variable-length keys and values involves an inherent trade-
off: Since the key and value of each entry must be aligned
in K[β][m] and V [β][t], computation pruning in the equality
check and Index PIR stages often cannot be maximized simul-
taneously. When sorting is performed in a key-first manner,
the grouped values may exhibit substantial bitwidth variance,
which limits pruning efficiency in the Index PIR stage. The
reverse also holds true. Fundamentally, the key factor in priori-
tization is which component—keys or values—results in more
zero vectors after sorting. If the key bitwidths follow a long-
tail distribution or have a high concentration of short entries,
sorting by key bitwidth tends to yield tighter clustering and
more pruning opportunities. Conversely, if the value lengths
are more heterogeneous, value-first sorting is likely to provide
greater savings during Index PIR. In practical deployment, the
PIRacle server dynamically evaluates the bitwidth variance of
keys and values to determine the KeyFirst.

C. Workload-Aware Scheduling

Despite benefiting from various algorithmic optimizations
and its efficient handling of variable-length data, the overall
performance of PIRacle remains fundamentally constrained by
the intensive cost of homomorphic encryption (HE) operations,
which are several orders of magnitude slower than equivalent
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plaintext computations [36]. To overcome this performance bot-
tleneck in large-scale deployments, we introduce a load-aware
scheduling framework that enables efficient parallel execution,
significantly accelerating PIRacle’s workflow. This framework
is agnostic to underlying hardware architectures and can be
seamlessly extended to multi-core processors or multi-device
cloud environments.

Given that PIRacle must scan the entire dataset to perform
private information retrieval, a natural parallelization strategy
involves partitioning the data into fragments and distributing
computational tasks accordingly. However, the inherent char-
acteristics of variable-length data in PIRacle introduce a non-
trivial challenge. Specifically, with computation pruning en-
abled, the workload of each fragment becomes uneven, de-
pending on the actual lengths and sparsity patterns of the keys
and values it contains. This imbalance significantly degrades
parallel execution performance and leads to inefficient resource
utilization.

To address this challenge, we propose a scheduling strategy
based on structure-aware load estimation and dynamic task dis-
tribution. The key insight is that, although different K[i]/V [i]
sets exhibit inherent variability in computational cost, this vari-
ation can be systematically estimated. After the initial setup
phase, the server profiles each data fragment by counting the
number of non-zero vectors it contains. Since zero vectors
are explicitly pruned from computation, this count serves as a
reliable proxy for the task’s computational complexity, which
can be approximately modeled as a linear function of the non-
zero elements. Based on this profiling, we adopt the idea of
iterative load-balancing that dynamically assigns the K[i] and
V [i] computation tasks to independent execution units (e.g.,
threads, processes, or compute nodes). At each iteration, the
task with the largest estimated cost is assigned to the execution
unit with the current minimum cumulative load. This least-
loaded-first strategy ensures effective load balancing, mitigates
execution skew, and avoids both underutilization and overload
of compute resources. It is inherently adaptive and can operate
efficiently over a wide range of parallel execution environments,
regardless of the specific hardware substrate.

We also optimize the query expansion phase, which—though
lightweight in absolute terms—can become a performance bot-
tleneck when the number of key-value items is small. In this
phase, PIRacle transforms a compressed query ciphertext into
m expanded ciphertexts using m distinct masks (see § III-B).
Since these expansion operations are mutually independent,
they can be readily parallelized. We incorporate them into our
unified scheduling framework, distributing them across avail-
able execution units to reduce latency and maintain throughput
even in small-scale workloads.

D. Security Analysis

Following the threat model described in § II-B, PIRacle
protects the query privacy of clients by ensuring two forms of
computational indistinguishability. (1) Query/Response Indis-
tinguishability: PIRacle guarantees that the ciphertext sizes of
both the query and its corresponding response remain constant

across all queries. These sizes are determined solely by public
parameters m and the longest value. (2) Computation Indis-
tinguishability: PIRacle ensures that the server’s computation
is independent of the client’s input. For any encrypted queries,
the server applies a fixed sequence of operations to each vector
set during query processing. This uniform computation flow
depends only on the internal structure of the database (i.e., key-
value distribution), not on the specific client query.

Security Proof. We now define three security games (de-
noted as G0, G1, and G2) between a challenger and an adversary
to sketch a formal proof of the PIRacle’s privacy guarantee. G0:
the adversary provides two keys k1 and k2 of equal bitwidth.
The challenger randomly selects one of them and then performs
a query using the chosen key with the PIRacle scheme. G1: the
adversary provides two keys of equal bitwidth, k1 and k2. The
challenger randomly selects a key from the key space to perform
a query with the PIRacle scheme. G2: the adversary provides
two keys of unequal bitwidth, k3 and k4. The challenger ran-
domly selects one of them and then performs a query using the
chosen key with the PIRacle scheme. In these three games, the
adversary attempts to guess which key the challenger used and
the correct guess events are denoted as S0, S1, and S2, respec-
tively. Clearly, Pr[S1] = 1/2, since the challenger’s selected
key in G1 is independent of the adversary’s provided keys, re-
ducing the adversary to mere random guessing. In G0, since the
challenger encrypts the selected one using BFV, the advantage
of the adversary to distinguish it from the random key in G1 can
be quantified by the |Pr[S0]− Pr[S1]| = |Pr[S0]− 1/2| ≤
εHE1, so the adversary cannot win the G0 with non-negligible
advantage. In G2, since the processing of any query by the
PIRacle scheme is indistinguishable, i.e., the operations per-
formed by the server on the plaintext polynomial of its database
are identical for different queries, |Pr[S2]− Pr[S0]| ≤ εHE.
Therefore, the adversary cannot also win the G2 with a non-
negligible advantage. In summary, relying on a robust BFV
scheme, PIRacle ensures that client query privacy is not leaked.

V. EVALUATION

A. Evaluation Methodology

Implementation. To evaluate the effectiveness of our pro-
posed techniques across different computational settings, we
implemented two versions of the PIRacle system. The CPU-
based implementation leverages the Microsoft SEAL library
[37], a widely adopted homomorphic encryption framework.
The GPU-based version integrates recent advances in homo-
morphic encryption acceleration through the HEonGPU library
[38], enabling efficient parallel processing of BFV operations
on modern GPUs.

Parameters. The performance and efficiency of PIRacle de-
pend on two key parameter sets: m and w of CW (m,w),
and the BFV parameters (N,T,Q). For CW (m,w), the pa-
rameter m must be sufficiently large to ensure that the en-
coding of all keys is injective. At the same time, a smaller

1εHE denotes the maximum advantage an adversary can gain in distin-
guishing between ciphertexts generated by the HE scheme, which is negligible
in the context of cryptographic security.
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Fig. 5. The key and value size distribution.

m value reduces both computational complexity and commu-
nication overhead during the equality-checking stage. There-
fore, given a dataset with maximum key max(key), we set
w =m/2 and choose the smallest m satisfying the inequality(
m
w

)
≥max(key), thereby ensuring injectivity while minimiz-

ing resource costs. For the BFV parameters, we set the poly-
nomial modulus degree to N = 215, the plaintext modulus to
T = 216 + 1, and use a 881-bit ciphertext modulus Q. This
setup follows SEAL [10], achieving a 128-bit security level and
enabling support for circuits with more than 20 multiplicative
depth.

PIRacle and Baselines. To enable fair and consistent per-
formance evaluation, we compare both the CPU and GPU
versions of PIRacle against two state-of-the-art keyword-PIR
schemes: Pantheon [17] and CwPIR [16]. Note that the equal-
ity operator proposed in CwPIR is not directly amenable to
efficient Index-PIR pipelines, so we use an optimized vari-
ant of CWPIR in our implementation. [39]. For CPU evalua-
tions, we use the multi-threaded implementations of Pantheon
and CwPIR. For GPU evaluations, we extend both schemes
with support for HEonGPU [38]. All experiments are con-
ducted on Amazon EC2 instances. The CPU-based evalua-
tions run on c5.12×large instances (48 vCPUs, 96 GiB
RAM), while the GPU-based evaluations are deployed on
p4d.24×large instances equipped with 8 NVIDIA A100
GPUs and 1.1 TiB of system memory. This setup allows
us to measure system throughput, latency, and scalability
under realistic deployment conditions across both compute
environments.

Dataset. To evaluate PIRacle under realistic conditions,
we use five datasets: four derived from large-scale Facebook
workloads (UDB, ZiDB, UP2X, and USR), and one synthetic
dataset, Uni, with uniform-length key-value entries. The real-
world datasets reflect diverse production scenarios and are mod-
eled using the trace-driven methodology from prior work [24],
[25]. Each dataset contains 1 million key-value pairs, which are
loaded into a Redis-backed server database for query process-
ing. Fig. 5 plots the cumulative distribution functions (CDFs)
of key and value sizes.

Metric. We focus on two key performance metrics. (1)
Server-side latency: refers to the time required for the server
to process a query and generate the corresponding response.
(2) Communication overhead: measures the amount of data

exchanged between the client and server during the query-
response process, reflecting the system’s scalability and the
potential bottleneck caused by data transfer.

B. Overall Performance

We begin by evaluating the server-side latency and com-
munication overhead per private query among the Pantheon,
CwPIR, and PIRacle systems across various datasets. Note that
in PIRacle, the server executes a fixed sequence of operations
regardless of the client’s query content. Each experiment in-
volves 100 private queries, and the average results are reported.

Server-side Latency. As shown in Fig. 6(a), under the CPU
setting, PIRacle achieves substantial improvements in server-
side efficiency over Pantheon and Conflux, realizing 28.5× ∼
58.8× and 22.7× ∼ 33.5× speedups across dataset, respec-
tively. These gains are driven by two design choices: (1) A
more efficient EQ construction. Each EQ in PIRacle requires
only 16 Mult operations and has a fixed multiplicative depth of
17, thereby completely avoiding Bootstrapping and sub-
stantially reducing computational complexity. By contrast, each
EQ in Pantheon invokes ≈ 17b Mult operations where b=
�l/16	 and l denotes the bitwidth of the key being compared;
each EQ in CwPIR requires at least w (≈ l/2) Mult operations
with w + 1 multiplicative depth. Because the multiplicative
depth in Pantheon and CwPIR grows with l, the Bootstrap-
ping is necessary, incurring nontrivial overheads. (2) Compu-
tation pruning for variable-length data. PIRacle introduces
computation pruning for variable-length data. Specifically, it
sorts all entries based on their bitwidths, enabling the system
to identify and skip zero plaintext vectors during processing.
This technique significantly reduces redundant computation
introduced by data padding or structural inflation. Under the
GPU setting in Fig. 6(b), the same trend holds. Since PIRa-
cle eliminates bootstrapping—which scales poorly on GPUs
due to its compute intensity and heavy evaluation-key memory
footprint—while baselines still invoke it in the equality-check
phase, PIRacle’s advantage is amplified: it attains 43.5×–88.5×
and 26.1 ×−53.6× speedups over Pantheon and Conflux, re-
spectively.

Communication Overhead. In terms of communication,
Client–server communication is platform-agnostic and there-
fore identical on CPU and GPU. As shown in Fig. 6(c) (CPU
results), Pantheon, CwPIR, and PIRacle incur the same commu-
nication cost. This follows from their shared interaction pattern:
the client sends one encrypted query (i.e., encrypted ki), and the
server returns an encrypted index and an encrypted answer—
three ciphertexts in total. Given identical BFV parameters (same
polynomial degree and modulus chain), each ciphertext is 6
MB, yielding 3 × 6 MB = 18 MB overall.

C. Effectiveness of Individual Technologies

In this section, we quantify the performance contributions of
PIRacle’s two core optimizations: (i) a lightweight homomor-
phic equality operator based on constant-weight codes, and (ii)
a computation pruning mechanism tailored for variable-length
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Fig. 6. The performance comparison among the Pantheon, CwPIR, and PIRacle on CPU and GPU platforms.

Fig. 7. The ablation analysis among Pantheon, CwPIR, and PIRacle on GPU platforms.

data. All experiments are conducted under a GPU deployment
setting using the following system configurations:
• Pantheon and CwPIR: Original protocol implementa-

tions, both deployed on AWS EC2 p4d.24×large.
• PIRacle-E: A variant of PIRacle that incorporates only the

optimized equality operator.
• PIRacle: The full implementation of PIRacle, with both

optimizations enabled.
We focus exclusively on server-side latency, as communica-

tion overhead remains identical across all configurations. Ex-
perimental results are summarized in Fig. 7.

1) Impact of the Constant-Weight Equality Opera-
tor: Fig. 7(a) reports the normalized server-side latency per
private query across five datasets. With only our optimized
equality operator enabled (i.e., PIRacle-E), we observe substan-
tial speedups over Pantheon and CwPIR: on UDB, ZippyDB,
UP2X, USR, and Uni, the improvements reach 8.3× ∼ 73.1×
and 6.6× ∼ 35.1×, respectively. As highlighted earlier, these
gains stem from a lighter-weight construction of EQ: unlike
Pantheon and CwPIR, which require many Mult operations
and inevitably resort to Bootstrapping as multiplicative
depth grows, our EQ in PIRacle-E uses only a small, fixed
number of Mult operations and completely eliminates Boot-
strapping. To isolate the cost of equality operator, Fig. 7(b)
plots the absolute runtime spent on equality check for Pantheon,
CwPIR, and PIRacle-E. Across all datasets, PIRacle-E reduces
this cost by 47.1× ∼ 114× relative to Pantheon and by 13.46×
∼ 56.65× relative to CwPIR, corroborating the above analysis.

2) Impact of Computation Pruning for Variable-Length
Data: To assess the effectiveness of computation pruning,
we compare the full PIRacle against PIRacle-E (which ex-
cludes pruning and retains only the optimized EQ). As shown
in Fig. 7(a), PIRacle achieves additional speedups of 2.51×,

Fig. 8. Breakdown analysis of PIRacle system.

1.21×, 3.49×, and 1.46× on UDB, ZippyDB, UP2X, and USR,
respectively. These gains arise from PIRacle’s ability to detect
and skip zero plaintext slices during query processing, thereby
shrinking the effective workload and reducing the number of
operator invocations on the server. To more precisely quantify
the benefit of pruning, we collect the total number of skipped
operations across all five datasets. Fig. 7(c) summarizes these
statistics (note: this panel isolates the pruning effect; it com-
pares PIRacle to PIRacle-E and is not about the EQ optimiza-
tion). Depending on dataset structure, pruning eliminates up
to 105 PMult and Add operations, underscoring its tangible
efficiency benefits. Unless otherwise specified, KeyFirst is
set to false in these experiments.

D. Breakdown Analysis in PIRacle

To better understand PIRacle’s computational behavior and
identify stage-specific bottlenecks, we analyze server-side la-
tency across four stages: Setup, Query Expansion, Equality
Check, and Index PIR. The results are presented in Fig. 8.
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Fig. 9. Hardware scalability of the PIRacle system.

We begin by observing that the Setup and Query Expansion
phases incur the lowest computational costs across all datasets,
accounting for only 2.8% and 5.4% of the total server-side
latency, respectively. This is expected: the Setup phase involves
only plaintext preprocessing and parameter initialization, while
Query Expansion consists of lightweight ciphertext operations
that are independent of dataset size or bitwidth distribution.

More notably, the Equality Check stage—previously a domi-
nant bottleneck in prior systems—now contributes only a mod-
erate portion of the total latency in PIRacle. This reduction is
primarily due to the introduction of a constant-weight-code-
based EQ, which significantly lowers the associated computa-
tional overhead. Notably, the relative contributions of Equality
Check and Index PIR vary significantly across datasets, depend-
ing on the structural characteristics of the key-value entries. For
example, in the UP2X dataset, where the average value bitwidth
significantly exceeds that of the keys, the Index PIR phase
becomes the dominant cost contributor, accounting for 68% of
total latency. In contrast, datasets such as UDB, ZippyDB, and
USR exhibit more balanced key-value bitwidth distributions.
In these cases, PIRacle’s value-first pruning strategy effectively
reduces the Index PIR cost. Consequently, although the EQ in
PIRalce is lightweight, its share of the overall latency increases,
making it the most prominent stage in relative terms.

E. Scalability Analysis

In this section, we evaluate the scalability of the PIRacle sys-
tem from both hardware and software perspectives, analyzing
its performance variations as the number of integrated GPUs
and the dataset size increase.

Hardware Scalability. To evaluate the scalability of PIRacle
in parallel computing environments, we vary the number of ac-
tive GPUs in the system (1, 2, 4, 6, and 8) and measure the cor-
responding server-side latency. Fig. 9 presents the results across
all five datasets. As the number of GPUs increases, query la-
tency decreases nearly linearly, demonstrating PIRacle’s ability
to scale effectively with hardware resources. Notably, despite
the inherent load imbalance introduced by variable-length data,
our workload-aware scheduling framework ensures balanced
task distribution across GPUs. This allows PIRacle to fully
exploit parallelism, achieving significant performance gains
through horizontal scaling.

Software Scalability. To assess PIRacle’s software scalabil-
ity, we gradually increase the number of key-value entries in

Fig. 10. Software scalability of the PIR system.

the database while preserving the original distribution. Specif-
ically, we scale the dataset size from 1 million to 10 million
entries and measure the server-side latency on an AWS EC2
p4d.24×large instance. The results are shown in Fig. 10.
As expected, server-side latency increases roughly linearly with
dataset size, consistent with the “all-for-one” nature of PIR
protocols, where the server processes the entire database for
each query. Nevertheless, PIRacle remains well-suited for large-
scale deployment. One contributing factor is that PIRacle’s
variable-length data optimizations become increasingly effec-
tive as the dataset grows. Larger datasets exhibit more con-
centrated bitwidth distributions within partitions, making value-
based sorting more effective at exposing zero plaintext vectors.
This structural effect enables PIRacle to mitigate a portion
of the computational cost even as the overall data volume
scales up.

F. Resource Overheads

In this section, we compare the monetary cost of executing
private queries under Pantheon and PIRacle, considering both
compute and network resource usage. Network costs are esti-
mated using Amazon’s standard pricing model, which charges
$ 0.09 per GiB for data egress (downloads), with uploads be-
ing free. For compute costs, we consider two EC2 instance
types used in our evaluation: the CPU-based c5.12×large
instance at $ 2.04/h and the GPU-based p4d.24×large in-
stance at $ 32.77/h.

Table III presents the per-query dollar cost of processing
private queries across five datasets—UDB, ZiDB, UP2X, USR,
and Uni—each containing 1 million key-value pairs. The results
show a stark cost disparity between Pantheon and PIRacle on
both CPU and GPU platforms. On the CPU platform, Pantheon
incurs high per-query costs ranging from $ 0.76 (Uni) to $ 4.9
(UDB). In contrast, PIRacle reduces the cost dramatically on
the same hardware, with per-query costs between $ 0.021 and
$ 0.11. The cost advantage of PIRacle is even more evident on
the GPU platform. It achieves per-query costs as low as $ 0.003
(Uni) and remains below $ 0.06 across all datasets—up to 60×
cheaper than Pantheon, whose GPU costs range from $ 0.16 to
$ 0.95.

G. Dynamic Database Support

We evaluate PIRacle’s performance under dynamic dataset
updates using multi-version concurrency control (MVCC) to
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TABLE III
DOLLAR COST PER PRIVATE QUERY FOR PANTHEON AND PIRACLE

UNDER CPU AND GPU PLATFORMS

System UDB ZiDB UP2X USR Uni

CPU Platform (EC2 c5.12×large)

Pantheon ($) 4.9 2.4 1.4 1.8 0.76
PIRacle ($) 0.11 0.041 0.057 0.035 0.021

GPU Platform (EC2 p4d.24×large)

Pantheon ($) 0.95 0.54 0.26 0.37 0.16
PIRacle ($) 0.016 0.06 0.009 0.005 0.003

Fig. 11. Server-side latency with updates in PIRacle.

ensure uninterrupted query processing. MVCC is implemented
by managing multiple Redis instances during update operations.
We assess query latency across three scenarios: (1) no updates,
(2) real-time value updates, and (3) real-time key updates.
Each experiment is conducted over 100 queries using the UDB,
ZiDB, UP2X, USR, and Uni datasets, each containing 1 million
key-value pairs.

Fig. 11 reports the average query latency under different
update scenarios. Across all datasets, introducing updates in-
curs a small performance overhead. The largest increase—up
to 3%—occurs during key updates, which trigger re-execution
of the Setup stage. This includes re-encoding updated keys
into constant-weight representations and potentially reapplying
the two-pass stable sorting procedure to preserve the structural
alignment necessary for efficient computation pruning. In con-
trast, value updates introduce less overhead, as they do not
require changes to the constant-weight encoding. Overall, the
results demonstrate that PIRacle effectively supports dynamic
updates with negligible impact on query performance, main-
taining low latency and system responsiveness even under real-
time data modifications.

H. Comparison With Non-EQ-Based Scheme

To demonstrate the generality of PIRacle, we further compare
it with a class of Keyword PIR schemes that do not rely on ex-
plicit equality checking. Specifically, we select two of the most
advanced and representative systems to date: SparsePIR [18]
and KPIRIndex [40]. Both approaches pre-construct a keyword-
to-index mapping to avoid explicit equality comparisons. All
systems were implemented and evaluated on the same hardware
platform (AWS EC2 p4d.24×large).

Fig. 12. Performance comparison between PIRacle and Non-EQ-based
Schemes.

We first evaluate the three schemes along three dimensions
and the results are presented in Fig. 12(a)(c). (1) Server-
side Latency. Across the four variable-length datasets, PIR-
acle achieves server-side latency comparable to KPIRIndex,
while consistently outperforming SparsePIR by a factor of
2.15×∼13.1×. These improvements primarily stem from PIR-
acle’s ability to efficiently handle variable-length records and
to eliminate redundant computations via computation prune.
In contrast, on the uniform-length Uni dataset, SparsePIR and
KPIRIndex slightly outperform PIRacle, which aligns with ex-
pectation: although PIRacle’s EQ is substantially optimized, in
uniform-length scenarios, its performance still lags behind these
Index PIR-style approaches. (2) Communication Volume. Re-
garding communication cost, SparsePIR incurs the lowest over-
head (≈ 12 MB) since it only requires sending one encrypted
query and receiving one encrypted response. KPIRIndex, on
the other hand, incurs substantially higher communication over-
head, including GB-scale server-to-client hints, as well as en-
crypted queries and responses. In contrast, PIRacle maintains a
communication volume comparable to SparsePIR, demonstrat-
ing similarly efficient bandwidth utilization. (3) Dynamic Up-
datability. As discussed in § V-G, PIRacle’s retrieval paradigm
inherently supports dynamic datasets, incurring negligible com-
putational cost during updates. In contrast, both SparsePIR and
KPIRIndex rely on static keyword-to-index mappings that must
be fully reconstructed whenever the dataset is updated, intro-
ducing 1∼ 2 orders of magnitude higher overhead compared
with PIRacle.

To further examine the impact of different operational sce-
narios, we use the UDB dataset and generate workloads based
on YCSB with several representative update ratios, including
a fully static setting and query-to-update ratios of 10:1, 5:1,
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2:1, and 1:1. We then measure the average latency of exe-
cuting private queries under varying update frequencies, as
shown in Fig. 12(d). The results indicate that when updates
are infrequent, i.e., in quasi-static datasets, KPIRIndex achieves
slightly lower latency than PIRacle, while SparsePIR performs
the worst. However, as the update ratio increases, the frequent
index reconstructions required by SparsePIR and KPIRIndex

lead to a substantial degradation in their performance. In con-
trast, PIRacle maintains stable efficiency across all update ra-
tios. The higher the update frequency, the more pronounced
the performance advantage of PIRacle becomes. These results
demonstrate that PIRacle consistently delivers either optimal
or near-optimal performance across a wide range of scenarios,
underscoring its robustness and broad applicability.

VI. RELATED WORK

Keyword PIR. Prior research has extensively studied
keyword-based private queries using Index PIR.Chor et al. [8]
proposed a generic transformation that integrates search data
structures with Index PIR, but it requires �log2(n+ 1)	 PIR
rounds, where n is the database size. To reduce this latency, later
works introduced single-round protocols using homomorphic
equality (EQ) operators. In these schemes, the server evaluates
homomorphic equality across all keys and then invokes Index
PIR [10], [12], [41] to retrieve values. Systems such as CwPIR
[16] and Pantheon [17] follow this paradigm but suffer from
heavy computation overhead due to expensive EQ evaluations.
PIRacle adopts the same general framework but introduces
a lightweight EQ operator based on constant-weight codes,
substantially improving efficiency and enabling fast keyword
retrieval in real-world deployments. Recent work [18], [42],
[43], [44] explores precomputation-based approaches that by-
pass equality checks. For example, ChalametPIR [43] employs
binary fusion filters for probabilistic key indexing. These de-
signs achieve fast queries but lack support for dynamic updates,
as any data modification requires complete offline reconstruc-
tion. In contrast, PIRacle attains comparable query performance
while natively supporting incremental updates, making it suit-
able for practical, dynamic settings. Finally, recent work [45]
has sought to further reduce PIR costs by relaxing security
assumptions—for instance, through the adoption of weaker in-
distinguishability guarantees. These approaches are technically
orthogonal to our design and can be integrated with PIRacle
to achieve complementary performance improvements under
relaxed privacy models.

PIR in Variable-Length Datasets. Variable-length retrieval
has been relatively underexplored in the PIR literature. The
most relevant study is by Henry et al. [46], which, in the IT-
PIR (multi-server) setting, introduces multi-block query tech-
niques to alleviate the communication overhead caused by
variable-length records. In contrast, our work lies within the
CPIR (single-server, FHE-based) paradigm and tackles a dis-
tinct bottleneck—computation and storage amplification due
to ciphertext-level padding—using two-pass stable sorting and
computation pruning. These studies address distinct challenges

under fundamentally different assumptions and can be regarded
as complementary efforts.

GPU-accelerated PIR. Some studies have utilized GPU ac-
celeration for PIR protocols that are not based on Homomorphic
Encryption (HE) [47], [48], [49], [50]. For instance, Maxim-
ilian et al. [47] constructed a PIR protocol using Distributed
Point Functions on a dual-server setup and achieved over 20×
performance speedup via GPU acceleration. Inspired by these
advances, we extend PIRacle with support for GPU-accelerated
homomorphic operations under the BFV scheme. By leverag-
ing recent developments in GPU-based HE libraries [38], we
deploy PIRacle on a multi-GPU platform to further improve
its computational throughput and reduce per-query latency in
large-scale settings.

VII. CONCLUSION

In this paper, we present PIRacle, a high-performance Key-
word PIR system to support privacy-preserving scenarios in
cloud environments. Built on the Keyword PIR framework,
PIRacle addresses several inefficiencies, including high com-
putational complexity and suboptimal variable-length data re-
trieval, through optimizations in both algorithm design and data
layout. Additionally, to better align with cloud environments,
PIRacle integrates a load-balancing task scheduling frame-
work and leverages multi-core parallel processing, fully uti-
lizing hardware acceleration to boost performance. Compared
to the state-of-the-art solution, Pantheon, experimental evalua-
tions based on real-world workloads demonstrate that PIRacle
achieves up to an 88.5× speedup in performance.
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