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Abstract—Private Set Intersection (PSI) is imperative in dis-
covering the properties of the same data owned by two compet-
itive parties, without revealing anything else of their respective
data asset. Existing PSI solutions such as APSI and ORI-PSI
suffer from severe communication and computation overhead
due to inefficient communication and FHE polynomial evaluation,
which hinders their deployment in practice. This issue is evident
in both the upper-level protocol and the lower-level hardware
platform. In this paper, we propose a novel software/hardware
co-design acceleration architecture for PSI, termed as “Trident”,
which includes two tightly coupled segments: from the protocol
perspective, we investigate existing bottlenecks and propose a
new PSI protocol with significantly less communication and com-
putation under the security guarantee; besides, we re-architect
the hardware platform by designing a PSI-specific accelerator,
implemented with both FPGA and ASIC, targeting the key
operations in the proposed protocol. We build a real-world
experimental environment with two instantiated parties to verify
the acceleration architecture, and highlight the following results:
(1) up to 130x/145x speedup for the computation of receiver
and sender parties; (2) up to 37x reduction of communication
overhead. (3) up to 93,651 x and 74,326 x higher energy efficiency
over the CPU-based ORI-PSI and APSI, respectively.

Index Terms—Private set intersection (PSI), fully homomor-
phic encryption (FHE), FPGA accelerator, privacy computing.

1. INTRODUCTION

RIVATE Set Intersection (PSI hereafter) is a privacy-
P preserving technique that enables two mutually untrusted
parties to compute the intersection of their data assets, without
giving up on their individual privacy. The result is the data
that both parties share. The PSI concept is illustrated in Fig. 1.
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Fig. 1.  General concept of private set intersection (PSI).

Two parties apiece own the private data asset about the customer
personal information, some of which overlap with each other.
However, they focus on different attributes of the same customer
(e.g., Alice in the figure). Usually, the party with fewer data
assets that issues the PSI is regarded as the “receiver”, e.g.,
party B, while the party with much more data assets that re-
sponds to the PSI request from the receiver is regarded as the
“sender”, e.g., party A. The set intersection could be used for
the receiver to extend its business, e.g., providing more person-
alized medical service to Alice. PSI has been very widely used
in privacy-critical scenarios and industry [1], [4], [12], [26],
[30]; for example, Google utilizes PSI as a Chrome extension to
check if a username and password entered on a website has been
compromised [26]. Alibaba Inc. utilizes PSI in its “datatrust”
platform providing multi-lateral data analytics and training to
startups [1].

The first-order principle of PSI is the guarantee of privacy
and the privacy is twofold. Party A (the sender) must keep
its exclusive data (like Joe in the figure) secret, while party B
(the receiver) needs to encrypt all the data that are transferred
to the party A for computing the set intersection. Thus, two
parties perform the PSI without learning the exact data under
computation, which preserves the privacy.

The limitations of prior PSI. In general, PSI is very
computation-and-communication intensive. The most state-of-
the-art PSI protocol - APSI [10] requires 53 hours of com-
putation and 578GB of data communication for the two par-
ties to complete the PSI. The huge overhead hinders PSI in
realistic industrial deployment. The reason is that PSI usually
handles huge amount of data asset - from tens of millions to
even hundreds of billions. To make things worse, the data must
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TABLE I
EXISTING PSI SOLUTIONS AND OURS. THE DATA ASSET FOR COMPUTING PSI 1S 10 BILLION AND 100 MILLION 64-BIT ID NUMBERS RELEASED
BY THE INDUSTRY FOR THE SENDER AND RECEIVER RESPECTIVELY. THE EXPERIMENTAL SETUP IS CONSISTENT WITH SECTION V

PSI Solutions Feature Platform Datascope Cryptography Comp. Comm. Overall Time
LOWMC-GC-PSI [20] | Protocol Only CPU (0, 264) OPRF, LowMC-GC 136,521s 3,072GB 388,196s
ECC-NR-PSI [20] Protocol Only CPU (0, 26%) OPRF, NR-ECC 143,796s 775GB 207,351s
ORI-PSI [6] Protocol Only CPU (0, 232) OPRF, FHE 159,744s 614GB 210,003s
APSI [10] Protocol Only CPU (0, 232) OPRF, FHE 144,077s 578GB 191,460s

. Protocol & 32 FPGA: 735s FPGA: 2127

Trident (ours) Hardware Accelerator 0, 2°9) OPRF, PoM-FHE ASIC: 2215 17GB ASIC: 1613s
APSI [10] Protocol Only CPU arbitrary OPRF, FHE 555,458s 2290GB 743,054s
MT-PSI [31] Protocol Only CPU arbitrary OPRF, FHE 555,458s 578GB 602,808s

. Protocol & . FPGA: 2800s FPGA: 6273s

Trident (ours) Hardware Accelerator arbitrary OPRF, PoM-FHE ASIC: 8425 42.4GB ASIC: 4315s

be encrypted to preserve the receiver’s privacy that further ex-
acerbates the communication and computation burden.
Existing PSI protocols consistently abide by the principle
of encrypting all the data assets before transferring out of the
domain. This “complete-data-encryption” paradigm is undoubt-
edly able to guarantee the privacy of the data owner; the per-
formance of the PSI however, is compelled to the pressure
of ciphertext handling. In specific, the existing PSI solutions
can be categorized as Table I shows, according to the underly-
ing cryptography - Oblivious Pseudo-random Function (OPRF
hereafter) and Fully Homomorphic Encryption (FHE hereafter).
These PSI protocols are secure against semi-honest sender and
malicious receiver. Many works like [15] and [20] utilize OPRF
as a central primitive in PSI to strengthen the security against
malicious receiver. Cryptographic primitives in these works in-
clude ECC [20], LOWMC-GC [20], etc. OPRF requires com-
puting the encryption parameters and the negotiation between
the two parties, which is one of the most time-consuming
and communication-intensive procedures in PSI. For instance,
LOWMC-GC-PSI [20] incurs more than 3 TB transmission be-
tween the two parties. Huge communication induces a signif-
icantly increased overall PSI time (108 hours). This limitation
motivates the community to explore the more advanced PSI
solution to optimize the communication overhead. FHE is re-
garded as an efficient way to alleviate this problem. It batches
the data during encryption so the ciphertext of the sender are
much less in volume than the non-FHE based cryptography. By
introducing FHE in PSI protocol, [6] reduces the total com-
munication to 614 GB. On top of [6], [10] further leverages
OPRE, enables arbitrary datascope and the communication is
reduced to 578 GB. MT-PSI [31] proposes the virtual Bloom
filter (VBF) and polynomial links (PoL) techniques for long
item situation, where VBF encodes long item into several in-
dependent shorter items and PoL slices long item into shorter
pieces and build links between them. Within the APSI frame-
work, it uses a hybrid scheme of VBF and PoL to optimize
the balance between sender offline preprocessing time and to-
tal communication overhead. In the long item situation, MT-
PSI achieves up to a 1712 GB reduction in communication
overhead compared to APSI. These FHE-based PSI require the

receiver and the sender to encrypt and transmit a large number
of FHE ciphertexts, resulting in a total communication overhead
that can reach several hundred GB. In these FHE-based PSI
protocols, both computation and communication overhead are
performance bottleneck.

Our contribution. Considering the two-sided overhead, the
desirable PSI solution should be designed with less communi-
cation as its first-order design goal, and simultaneously avoid
the computation bottleneck caused by the key techniques like
FHE and OPRF. This requires a software/hardware co-design
approach for PSI. However, existing solutions all focus on the
software level, that is, trying to minimize the complexity on
the protocol level to decrease the communications. Despite the
insufficient communication reduction, none of them has ever
considered re-architecting the existing hardware platform to
collaborate with the optimized PSI protocol, which makes the
deployment of PSI very difficult; For example, it takes 58 hours
for Origin-PSI (ORI-PSI hereafter), 53 hours for APSI, 57.5
hours for the non-FHE based ECC-PSI to compute the intersec-
tion only once on commercial off-the-shelf servers. Therefore in
this paper, we propose a software/hardware co-design accelera-
tion architecture, termed as “Trident”, to achieve efficient PSI.
Trident involves two tightly coupled segments:

(1) A novel PSI protocol, termed as “Trident-PSI”. As the
topmost novelty, we use “ciphertext digest” under the
privacy guarantee, instead of the “full ciphertext” man-
ner widely adopted in existing PSIs. “Full ciphertext”
encrypts complete data while “ciphertext digest” en-
crypts some data completely and uses cryptographic
hash to generate digest for the other data. Due to this
substitution, we propose Differential Sharing, Trident
Initialization and Trident Evaluation which reduce the
contribution of the ciphertext transmission to the com-
munication. Moreover, our protocol decreases the FHE
ciphertext multiplications, replaced by the plaintext NTT
(Number Theoretic Transform) operations on the poly-
nomials. We call this step as Trident PoM (Trident Poly-
nomial Modification). Therefore, Trident-PSI alleviates
the communication and computation in tandem on both
parties.
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TABLE I

ABBREVIATIONS AND EXPLANATIONS
Params Description
Protocol
NTT Number Theoretic Transform.
RNS Resident Number System.
OPRF Oblivious Pseudo random Function.
ORI-PSI Origin PSI [6].
PoM Polynomial Modification.
DPD Data Partitioning and Differential Sharing.
TIE Trident Initialization, PoM and Evaluation.
Hardware
BRAM Block Random Access Memory.
DRAM Dynamic Random Access Memory.
SRAM Static Random Access Memory.
DDR Double Data Rate DRAM.
HBM High-Bandwidth Memory.
PCle Peripheral Component Interconnect Express.
XDMA Xilinx Direct Memory Access.
MA/MM Mod Add/Multiplication.
SM Shared mod.
HMult/HAdd ~ Homomorphic Multiplication/Addition.
EC Elliptic Curves.
ECMult scalar multiplication on elliptic curves.
LD Lopez & Dahab.
FSM Finite state machine.
BMult Binary finite field multiplication.
BSqr Binary finite field square.
BModInv Binary finite field modular inverse.
EDP Energy Delay Product.
DSP Digit Signal Process.
RTL Register Transfer Level.

(2) A practical PSI accelerator, termed as ‘“Trident-
accelerator”. It targets the specific computation
bottleneck introduced by PoM-FHE and OPRF. Based
on commercial FPGA, we implement all the hardware
acceleration modules needed by the Trident-PSI
protocol. We also implement the Trident accelerator
ASIC using 7nm technology node.

We highlight the following results: (1) Protocol performance:
communication in total is reduced from 614 GB to 17 GB
(21.6x and 43.2x for the receiver and sender party, respec-
tively); (2) FPGA Accelerator performance: it outperforms
CPU by 130x and 145x on both parties, and achieves 5x
to 10x performance improvement than other FPGA-based ac-
celerators; (3) Overall PSI performance: up to 98.7x speedup
via 100M Ethernet connection; (4) Efficiency: the sender and
receiver party is improved by 93,651 x and 1,102,960, re-
spectively; (5) Software/Hardware ablation study: we accumu-
latively verify the key steps in Trident-PSI to prove its efficacy;
(6) ASIC performance: the Trident accelerator ASIC achieves
433 and 486 speedup on the receiver and sender compared
with CPU.

II. BACKGROUND AND MOTIVATION

In this Section, we introduce the basic framework of PSI
with FHE (Section II-A), analyze the communication and com-
putation bottlenecks in PSI (Section II-B), and summarize the
acceleration opportunities for PSI (Section II-C). Abbreviations
and explanations are summarized in Table II.

IEEE TRANSACTIONS ON COMPUTERS, VOL. 74, NO. 4, APRIL 2025

A. PSI Formulation

In classic two-party PSI, the sender holds the data asset X
of size Nx, while the receiver holds the data asset Y of size
Ny. According to [10], data asset in X and Y are assumed to
be uniformly distributed random variables. After the receiver
encrypts Y ={y1,y2,....y5} as Y ={ci,c2,...,cn,}
(possibly using FHE), the sender generates a non-zero
random number r; for each ¢; €Y’ and computes d; =
rille e x (x — ¢;). By iterating over x € X, the resulting d;
constitutes an encrypted PSI result indicating whether the
plaintext in ¢; from the receiver matches any element of
the sender’s data asset X. After transferring the ciphertext
dy, ds,..., dN), back to the receiver, it decrypts each d; for
the plaintext. If the plaintext of some d; equals to 0, y; will
appear in X NY. Encrypting the receiver’s data asset using
FHE not only provides security against the sender but also
enables arithmetic operations on ciphertexts for computing the
intersection polynomial and obtaining the PSI result d.

OPREF. To further protect the sender’s data asset from mali-
cious receiver, OPRF must be employed [6], [10], [13], [15],
[20], [31] employ Diffie-Hellman-based OPRF in PSI. It en-
ables the receiver to get Sy = {H (y)B :y € Y} secretly and the
sender to get Sy = {H (x)B :x € X}, where f3 is secret key of
the sender and H (.) is a random oracle hash. After OPRF,
Sx and Sy are encrypted under f3. According to [6], from the
receiver view, the distribution of the sender’s data after OPRF is
indistinguishable from a uniformly random distribution. Thus,
OPRF protect the sender from malicious receiver.

In order for the receiver to get Sy secretly, the receiver
needs to generate a key o and encrypt their dataset to get
Y ={H(y)*:y€eY}. After sending Y’ to the sender, the
sender re-encrypts Y using B to get Y ={(H(y)*)P:ye
Y} and sends it back to the receiver. Finally, the receiver
decrypts it to obtain Sy = {(H(y)*P)V/*:ycy}={H(y)P:
y€Y}. Trident also employs Diffie-Hellman-based OPRF.
Section III-B describes more details about the OPRF in Trident.

B. Bottlenecks in Computation and Communication

The difficulty of PSI deployment stems from the intrinsic bot-
tleneck in existing protocols and hardware platform employed.
As two baseline PSI representatives, we profile the character-
istics of the PSI protocol proposed in [6], [10], referred to as
ORI-PSI and APSI respectively, from two aspects:

Communication. Huge communication forms the bottleneck
in PSI and must be optimized according to Section I. We es-
tablish the sender and receiver party on our real-world experi-
mental platform (see Section V), and profile the communication
actions during PSI. As shown in Fig. 2, the communication of
the data assets after FHE may attain even 431.67 GB from the
sender to the receiver and 22.55 GB from the receiver to the
sender for APSI. “Windowing” serves to compute the “powers”
of the receiver’s data needed by FHE and send these powers to
the sender in the ciphertext format. The two baselines all follow
“full ciphertext”, so this step exhibits significant communica-
tions. “Evaluation” issues the actual intersection computation,
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Fig. 3. Time breakdown of PSI protocols. ORI-PSI, APSI and Trident-
PSI are evaluated on CPU. The data of Trident-FPGA and Trident-ASIC are
normalized to Trident-PSI.

in which it segments the high-degree polynomial into multiple
low-degree polynomials, performs PSI and then sends the result
back to the receiver. The result is still in ciphertext that leads
to high communication.

Computation. PSI is computationally intensive. All steps
of ORI-PSI [6] and APSI [10] involve certain computations to
fulfill the whole protocol. However, the most significant com-
putation is also introduced by FHE. Fig. 3 clearly proves that
the computation time is predominated by the steps that entail
FHE - around 97% in total. There are two factors that form such
huge proportion. The Ist one is the explosion of the ciphertext.
The more significant 2nd factor is the plenty of extra special
operations introduced by FHE, which is not involved in the
plaintext execution. As bottleneck on computation side, it is
hence imperative to optimize FHE computation in PSI.

C. Acceleration Opportunities

According to the above analysis, FHE induces both signifi-
cant communication and computation overhead in existing PSI
protocols. Intuitively, using a specific FHE accelerator might be
the solution. However, it only partially alleviates the computa-
tional bottleneck but does not solve it at the root. Firstly, al-
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though FHE induces significant computation overhead, FHE is
only part of the protocol. APSI [10], MT-PSI [31], and Trident-
PSI also include OPRF. Although the percentage of OPRF is
only around 3% and 11% in each party, the actual time con-
sumed is very large. For example, it consumes 3,315s (nearly 1
hour) for the receiver in APSI. In addition to OPRF, Trident-
PSI also involves unique PoM operations. It is the computa-
tional bottleneck in Trident-PSI. OPRF and PoM operations
are complex and involve irregular memory access patterns. If
the hardware cannot support fast OPRF and PoM, PSI will
still suffer from these bottlenecks. General-purpose computing
platforms such as GPU are better suited for highly parallel and
memory-simple floating-point operations, making them unsuit-
able for accelerating OPRF and PoM. Existing FHE accelera-
tors [3], [18], [19], [27], [28], [33] only target FHE, so OPRF
and PoM can only resort to CPU. Therefore, these accelera-
tors are not suitable for PSI regarding both computation per-
formance and efficiency, let alone the communication overhead
imposed by FHE. Besides, existing FHE accelerators aim at
general-purpose algorithm acceleration like CKKS, BFV, and
TFHE. However, PSI imposes some restrictions on the choice
of FHE schemes. APSI [10], ORI-PSI [6], and MT-PSI [31] all
resort to BFV because they comply with the exactly precise de-
cryption of the plaintext, while CKKS adheres to approximate
decryption with acceptable precision loss, which makes it inef-
ficient to implement PSI that requires a very precise intersection
result, and TFHE is designed for bitwise logical operations,
which makes it inefficient to implement arithmetic operations.
Besides, PSI only involves leveled ciphertext multiplication, so
bootstrapping is unnecessary as well.

The oracle acceleration solution should consider two per-
spectives: (1) from the protocol level, re-architect the communi-
cation intensive procedures like FHE evaluation and windowing
(Fig. 2). We propose Trident PoM, Differential Sharing, etc. to
optimize overhead in these part; (2) from the hardware level,
design specific PSI accelerator for the optimized protocol to
speed up its inner computation intensive procedures; we pro-
pose the Trident accelerator tailored for PSI, equipped with
both customized PoM-FHE cores and OPRF cores. In total, it
reduces the communication from 614 GB to 17 GB, and the
computation from 159,745s to only 735s.

III. TRIDENT-PSI PROTOCOL
A. General Concept

The proposed Trident-PSI protocol, as shown in Fig. 4, con-
sists of two indispensable and associated phases - online and
offline. In the offline phase, the data processed by the receiver
and the sender is independent of the other party. Therefore,
operations in offline phase only need to be executed once. The
data obtained by both parties in offline phase can be used in
current and future PSI online phases without modification.

Trident proposes several new components compared to the
APSI framework, including Data Partitioning (step @), Trident
Initialization (step @), Differential Sharing (step @), Trident
PoM (step ®) and Trident Evaluation (step @).
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Input: Receiver inputs set Y C {0, 1}° of size Ny; sender inputs set X C {0, 1}° of size Nx. Nx, Ny, o are public.
Output: Receiver outputs X N Y.

Receiver and Sender agree on homomorphic encryption scheme, elliptic curve with order q.
Receiver. generates parameters of FHE, and samples private input @ < Zg.
Sender: samples private input § < Z;. Set cuckoo table size m and § =3 random hash functions.

Setup

Sender ‘ Receiver

Sender: Divides data asset into X;, X, ..., Xp, then publish lower bound and upper bound of each subset.

@ Data Partitioning Receiver. Divides data asset intoY;, Y, ..., ¥ according to boundary information according to Sender.

Offline

Sender: For each subset X;, generates Sy, = {H )P:x € X;).

@ OPRF Initialization Receiver. For each subset Y;, generates Y, = {H(y)*:y € Y;}. H(.) is the random oracle hash function.

@Multi-hashing For each Sy,, builds up multi-hash table B, with m rows, each has n columns.

For each two multi-hash table B, and By, Splits B.1and By, vertically into & parts.

(@ Trident Initialization For each row v of each parti, and for eachA € Z,, computesF , , ,(x)and D

ISR

Sender Receiver During the j-th iteration of the online step, intersection is computed on X;;, Y;; and X;; ., Y3; .1, concurrently.

Sends Yy;'and Yy, receivest,, = (v )F:y € Yy YandVy,, = Oy € Yo }-
Then generates Sy, = {(y")"/*:y" € Yy Yand Sy, ,, = {0/ )"y € Vyia 3.

Builds up Cuckoo hash table C;; and €1 withm rows.

Then extracts these tables into one-dimensional vector w;;and wy;41.

For Sy,, selects the powers set ¥ and calculate the encrypted [wo?'],, [wo?2]p,, -, [wo?I1],.

@ OPRF Online

@ Cuckoo Hashing

© Windowing

For the first two sets Sy, , Sy,, sends FHE ciphertexts [0¢1],, [wo?2],, -, [we?!],and [wy — wy],to sender.

O Differential Sharing | gige, sends|wy; — tﬂo]pa”d [002)41 — @2 ]1;(0 sender.

Online

© FHE Powers Generation If j=0, generates all powers of w of the receiver according to Paterson-Stockmeyer algorithm.

For each part i, generate polynomial set H; ,and detection set Defect;,according to [wz,- = wo]pand [w2j+1 = wzf]p‘
Batch H, ,into FHE plaintext polynomials, denoted as P; [0], P;[1], -, P;[n/s].
n/s

@ Trident PoM

For each Pi', evaluate z; « Z w1* - P,[k] using Paterson-Stockmeyer algorithm.

@ Trident Evaluation &

Send z and Defect to sender.

© FHE Decryption

Decrypts the ciphertexts and puts the intersection result into set S.

Fig. 4.
by trident initialization, PoM and evaluation.

The Data Partitioning step in the offfine phase is proposed to
segment the data assets into subsets in both sender and receiver
as the basis to support other subsequent steps.

OPRF is introduced in both phases to improve protocol se-
curity against malicious receiver, according to Section II. We
extract the parts of OPRF that do not require participation from
the other party as OPRF Initialization and process it offline.

We adopt Cuckoo hashing & Multi-hashing mechanisms
based on the blake2b cryptographic hashing used in APSI [10].
Multi-hashing can be completed without the participation of the
receiver, so it can be processed offline. Cuckoo hashing is pro-
cessed after the OPRF online step, so it can only be processed
online.

Built upon Data Partitioning, the Differential Sharing step
in the online phase is proposed to enable the transfer of the
difference between the cryptographic hash digest of the first
subset and the cryptographic hash digest of the subsequent sub-
set, which reduces the communication significantly from the
receiver to the sender.

The Trident PoM step is proposed to modify the polynomial
of the sender. By enforcing this step, we can transform the
burdensome FHE operations of the ciphertext into light-weight
plaintext NTTs, which greatly decreases the computation time
on the sender party.

In Trident Initialization, the sender pre-processing the poly-
nomial used in Trident Evaluation. The Trident Evaluation step
proposes a novel intersection method that embeds the PSI re-
sults of two subsets into one ciphertext polynomial, which di-
rectly obtains 50% communication reduction from the sender
to the receiver.

Trident-PSI protocol. The protocol significantly reduces the communication by data partitioning step and differential sharing step, and FHE operations

The Trident-accelerator provides acceleration for both offline
and online phases of Trident-PSI. Fig. 6 shows the role and
function of each computational unit of the Trident-accelerator.
Step @ @ involve simple computations with little computational
overhead. Therefore, Trident-accelerator does not support the
acceleration of them. The PoM Core is implemented for accel-
erating steps @ and ® of the Trident protocol. It is also reused
to accelerate FHE operations in conjunction with the MA/MM
Core. The EC Core and Cuckoo hashing are implemented to
accelerate steps @ @ and @ @, respectively.

B. Procedures

Data Partitioning: In FHE, one ciphertext polynomial with
certain degree is able to encrypt multiple plaintext data. It is
beneficial to generally reduce the ciphertext size. [10] indicates
that for large-scale PSI, the sender has to read all data assets and
maintain a huge multi-hash table, which demands more DRAM
than the system can provide. This leads to excessive paging and
a significant reduction in computation speed. One feasible solu-
tion from [10] is to partition the sender’s data asset into multiple
subsets and let receiver compute the set intersection with all
the segments of the sender party. However, this approach may
cause the protocol parameters to exceed the reasonable range
and may increase the communication from the sender to the
receiver.

The aim of Data Partitioning is to divide the data asset of
both parties into subsets with each one having the same data
range. Therefore, the intersection of the two parties is computed
in multiple rounds. In each round, the receiver’s subset only
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(1) Data Partition

Precondition: Sender and Receiver finish the Setup step.

Postcondition: In the following offline steps, if not specified, every set will be
operated in each of the following offline steps.

Procedure:

(1) Sender and Receiver jointly agree on T pairs of integers. They are the
lower bound and upper bound of T' parts. Denotes i th part as S;, with lower
bound of L;and upper bound of R;. R; — L; are the same with each other.
Since data in X and Y are randomly uniform, these lower bound and upper
bound information will not reveal any data information of either Sender or
Receiver.

(2) Sender and Receiver partition X and Y respectly into I' parts according to
lower bound and upper bound information.

Fig. 5. Data partitioning. We divide the data asset of both party into subsets,
each of which has similar volume.
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Fig. 6. The steps accelerated by each computational unit of the Trident-
accelerator.

computes PSI with the corresponding subset of the sender, in-
stead of with all the subsets. Fig. 5 shows an example of Data
Partitioning. In this example, the receiver and the sender each
divide their items into three subsets and perform the intersection
using the corresponding subsets.

The partition step is shown in Fig. 5. The Sender and the
Receiver partition X and Y into I subsets respectively. These
subsets have the same data ranges, ensuring that the data in X
and Y are uniformly partitioned. As stated in Section II, the data
are uniformly distributed. Hence, after Data Partitioning, the
distribution of each subset is consistent with that of the original
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data asset. Neither party can learn any information about the
data distribution from the lower and upper bounds of each sub-
set. Following the step of Data Partitioning, the parameters for
intersecting the subsets within each group will be identical and
within reasonable range. Additionally, Data Partitioning serves
as a fundamental step for subsequent optimization steps.

OPRF Initialization & OPRF Online: In each round
during the OPRF Initialization and OPRF Online, the sender
and receiver obtain Sy and Sy, respectively, as described in
Section II. The sender can calculate Sy independently, so the
computation of Sy can be performed in OPRF Initialization.
On the other hand, the receiver generates a secret key o and
precomputes Y’ = {H (y)* : y € Y'} offline, which is sent to the
sender during the online phase. Upon receiving Y’, the sender
computes Y = {(y/)P : y/ €Y'} using secret key 8 and sends
it back to the receiver. Finally, the receiver computes Sy =
{(")Y*:y" ey} ={H(y)P :y € Y}. The receiver is capa-
ble of computing ¥’ independently, therefore the computation of
Y’ can be performed in OPRF Initialization, while the remaining
computation can be performed in OPRF Online. Sx and Sy
are used as inputs to perform the final PSI. To enhance the
efficiency of OPRF Initialization and OPRF Online, we have
designed an optimized H (.) function on an elliptic curve over
a hardware-friendly binary finite field.

Trident Initialization and Evaluation: In Section II, We
specify that the transmission of homomorphic ciphertext from
sender to receiver forms a significant proportion of the total
communication, emphasizing the need to optimize this compo-
nent. In order to prevent polynomial evaluations from reaching
the noise overflow threshold, the sender splits each multi-hash
table into O parts. Finally, the sender transmits 6 homomorphic
ciphertexts to the receiver, resulting in a total of T % 6 homo-
morphic ciphertexts being transmitted.

We propose Trident Initialization (offline step @) and Trident
Evaluation (online step @). In general, following the Data Par-
titioning step, it achieves two rounds of PSI result through one
round of PSI only. The design concept of the Trident process
is similar to keyword-PIR in APSI [10]. It queries the result
of two rounds of PSI by evaluating an interpolated polynomial
F. Fig. 7 shows a naive example of Trident process. For ease
of understanding, all Cuckoo hash tables and Multi-hash tables
have only one row, and 6 = 1. The core of Trident Initialization
and Evaluation is to construct new polynomials F' and evaluate
them. According to the construction method shown in Fig. 7,
we construct new polynomial F containing intersection infor-
mation of subsets of two rounds. Informally, the value of F(a)
is 3, 1 or 2, which implies that intersection set contains both
a and b, only a or only b respectively. Using this property,
Trident computes two rounds of PSI in one time. Compared to
the polynomial constructed in the foundational formulation, the
degree of the new polynomial is doubled, without causing an
overflow of the noise level.

Trident PoM (Polynomial Modification): Starting from
the second round of PSI, Trident PoM (online step ®) enables
the sender to adjust F' according to Diff by applying Differ-
ential Sharing procedure and use wp for polynomial evalua-
tion. In practice, the Trident PoM procedure can be performed

Authorized licensed use limited to: University of Chinese Academy of SciencesCAS. Downloaded on October 07,2026 at 13:29:25 UTC from |IEEE Xplore. Restrictions apply.



1158

IEEE TRANSACTIONS ON COMPUTERS, VOL. 74, NO. 4, APRIL 2025

@Trident Initialization

P =(x—-Dx-2)
a=1l|2->P(a)=0 @
Py(x) = (x—3)(x - 5)
b=3|5->P,(b)=0 @
Foundational PSI

Py(x) = (x —D(x —3)
P =(-Dkx-2)

a=1-P(1)=0 & P,(1) = 0
i A= 21ias example

Elie [FEm|FEEsle |

Receiver

< %

o Differential Sharing

1st round | Receiver  2nd round

7]
Diff
=7-2=5 %

v 2]
A=12—7=5f

Se:der

o + OTrident PoM and Evaluation

Used in first round in online step 5 to

8 =P P?, = (x —1)3(x—2)'(x — 3)2— (1,3), (2, 1), (3,2)\‘

®(x) = 32770x? — 32775x + 8
®(1) =3,(2) = 1,(3) = 2

W) = G- DI -2 - 3)]

Determines the
intersecting element
belongs to B;or B,

Indicates whether \ F(x) = d) + 1 B(x)

the intersection is
successful D={x:F(x) <3& ¥ # 0}

a=1-{F(a)=3,a¢D}> ab%|P=0(-1Dx-2) P> =(-1x-3)
a=2-{F@=1a¢D}->a® |[P=G-Dx-2)Px=x-Dx=-3)
a=3->{F(a)=2,a¢D}>b9 [A=0G-DE-2)Px)=0x-1(x=-3)

> F&)
A=2 <j Defect « D ={..}

Diff =00 G(x) = F(x +0)

[2]e O G<2)<IT'ipher)

A=5C0 F(x)
<I:I Defect « [I;OMI

Diff =5 G(x) = F(x +5)

I

I

I

I

I

I

I

}

I generate all powers of ciphertext
I

I

I

I

I

| Decryption <il G(2)(Cipher)
I

Since the sender cannot get A from the receiver in offline step, for
each A€ Z,, the sender generates F(x) and D.

(Cipher)
16

(Cipher)
32

(Cipher) || (Cipher) || (Cipher) ‘(Cipher)
1 2 4 8

(Cipher)
64

I\
[

Fig. 7.

using NTT of length less than 256, so the Trident accelera-
tor needs to effectively accelerate NTT with small length. As
shown in Fig. 7, the sender needs to evaluate F(x + 5) in the
second round. The sender computes G(x) = F(x + 5), which
can be achieved by applying NTT, and uses powers of the re-
ceiver’s @y to evaluate G(x) to get ciphertext result of F(x + 5).
Since generating powers of @, is unnecessary, the sender can
skip step ® and avoids the complex FHE ciphertext multi-
plication operations. The modification of G for each row of
each part can be computed by NTT with a time complexity of
O((n/d)log(n/d)) and a space complexity of O((n/9)).

Windowing and FHE Powers Generation: We employ
the Paterson Stockmeyer algorithm to construct the power set ¢
such that the sender can evaluate all powers of the receiver’s wy
with multiplication depth of at most 3-4 without bootstrapping,
following the approach in [10].

Differential Sharing: Based on Data Partitioning, we en-
roll Differential Sharing (formally described in the online step
® in Fig. 4) to further reduce the communication overhead.
Fig. 7 shows an example of the Differential Sharing step in the
same scenario as Trident Initialization, PoM and Evaluation. In
general, the receiver only transmit ciphertext 2, 32, 256 and
A = 2 to the sender in the first round. In the subsequent rounds,
the receiver computes the differential vector(denoted as Dif f)
and A, then sends them. We adopt cryptographic hashing as
random function, so Dif f and A follow a uniform distribution
over Z,. Since Sy, follows uniform distribution, the sender is
not able to get statistical information by analyzing Diff and A.
Besides, both Diff and A are values that have been hashed by
blake2b. Dif f and A cannot obtain their preimages by reversing
blake2b. Therefore, the sender cannot learn useful information
by analyzing Dif f and A.

The details of key steps - Trident Initialization, PoM, evaluation and differential sharing.

C. Security Proof

Security model: Trident-PSI is secure against malicious
receiver and semi-honest sender. This security setting is widely
adopted by state-of-the-art PSI protocols such as [20] and [10].

Proof: We use the same proof idea in [6] to prove that
Trident is secure against a malicious receiver. We use a general
proof idea according to [22] to prove that Trident is secure
against a semi-honest sender.

We prove that Trident is secure against malicious receiver as
the first step. Since the malicious receiver may deviate from
protocol to get advantage, the receiver can send arbitrary data
to the sender. There is no difference between the behavior of the
malicious receiver in Trident and in APSI because both protocol
use OPRF as first online step. Therefore, we define the same
ideal PSI functionality (see [6], Fig. 3.) and adopt the same
approach of proving Theorem 1 in [6].

We prove that Trident achieves simulation-based security
against semi-honest sender as the second step. The proof idea is
to construct a simulator to simulates the view of sender. Com-
pared to protocols such as [10] and [20], the sender’s view in
Trident includes additional access to Dif f and A. The sharing of
Dif f and A reduces communication and computation overhead,
but it also provides auxiliary information of {H(y) : y € ¥, } to
the sender. However, according to Section III-B, Dif f and A are
the differences of the values after the data is cryptographically
hashed, so the sender cannot learn useful information from
them.

For ease of writing, we define [wo?], = {[@0?],.
¢

[00%],,,.... [@o®!] }. By Sy . Sy . [@2. — ], and

(@241 11—  @ae]p, We mean Sy . Sy @24 — @),

(@241 — @2.], Tespectively for each i € [2, [I'/2]] in order.
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TABLE III
INPUT AND OUTPUT OF RECEIVER AND TWO FUNCTION. OUTPUTI IS THE OUTPUT OF OPRF ONLINE PROCEDURE OF THE FIRST ROUND.
OUTPUT2 AND OUTPUT3 ARE OUTPUTS OF THE DIFFERENTIAL SHARING PROCEDURE OF THE FIRST ROUND. OUTPUT4 IS THE OUTPUT OF THE
OPRF ONLINE PROCEDURE OF THE SUBSEQUENT ROUND. OUTPUTS IS THE OUTPUT OF THE DIFFERENTIAL SHARING PROCEDURE OF THE
SUBSEQUENT ROUND. THE SYMBOLS USED ARE CONSISTENT WITH THOSE USED IN FIG. 4

Character Input Viewq Views Views Viewy Views
receiver | ot purams Sg Sy [@0], o =@l | S S [aggaﬁf;a;oif}]p
SIM, X ,())/1,311:113{]5 params, rz.mdom values of [w0?] (01 — o] » ‘ random values of [é%ill—ia;)oj f;]

params size \Syg\ + ‘S«‘"{ P from /(B) | size ‘Sy%x,| + ‘S,V%*[ +1‘ from 1(B) P
SIM; Xoggg params, r:ll;léi(‘)gn \‘/aiu‘e; o‘f Tg%;ﬁ;;}gtizzsog [@1 — ], | random values of [at:i’;_a;oifl’] 7
params ‘ v b on Z, of size |wp| from 1(B) s1ze ‘S«‘"z/xl| + ‘S«Vg*Hl‘ from 1(B) ]

To model the sharing of Dif f, A in simulation-based security
proof, we provide an interface /, which can query the ideal
functionality for Dif f and A. The definition of / is as follows:

I(B): Input B offered by simulator, compute Sy, = {H (y)P :
y€Y;} for i €T, and then compute @y, ®,..., ®r. Return
(@24 — ], as Diff and (@1 — @], [@2:141 — W241], as A

Since Diff and A are public, both the simulator and the
adversary can access the interface /. We define two simulators:
SIMy, SIMp. Table III shows the input and view of two sim-
ulators. (1) Although the adversary can learn from interface /7,
by the assumption that One-More-Gap-Diffie-Hellman [23] is a
hard problem, replacing S,» with uniformly random elements is
computationally indistinguishable even though {H(y) : y € Y.}
is given. Therefore given auxiliary information of {H(y) :y €
Y.}, View, View, given by SIM, and receiver are still compu-
tationally indistinguishable with each other. (2) By the semantic
security of FHE, the output of SIM4 and SIMp are computation-
ally indistinguishable with each other. According to (1) and (2),
the view given by the receiver and SIMp are computationally
indistinguishable with each other. SIMp is the desired simulator.

Therefore, Trident is secure against malicious receiver and
semi-honest sender.

D. Discussion

Incremental Querying. The sharing of Diff and A can be
conceptualized as a form of incremental querying. After OPRE,
the receiver encrypts and transmits Cuckoo hash table of the
first subset. For the remaining subsets, the receiver only needs
to guide the sender on incrementally modifying this ciphertext
to complete PSI, without re-encrypting and re-transmitting it.

Although this incremental query is protected by crypto-
graphic hashing and it is secure according to Section III-C,
it does indeed provide auxiliary information about data asset
of the receiver to the sender. Its benefits are also evident, as
it significantly reduces communication overhead. Differential
Sharing (online step @) significantly reduces the amount of data
transmitted from the receiver to the sender, from [T'/2] * (X
|@] 4+ n % 32bit) to T x |@| + (T — 1) * n * 32bir where X is the
data size of the ciphertext after FHE and n is the number of
plaintext data in a ciphertext polynomial. Besides, Differential
Sharing replaces ciphertext-ciphertext multiplication with mod-
ification to polynomial set H. Trident Initialization (offline step
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Fig. 8.  The overall micro-architecture of the Trident-accelerator.

®) and Evaluation (online step @) achieve two round of PSI
result through one round of PSI, thus reducing the communi-
cation overhead from the sender to the receiver to half of the
original.

Optimization on computation: Trident PoM (online step
®) avoids complex FHE ciphertext multiplication according to
Section III-B. It involves NTT of length less than 256. There-
fore, the architecture of the hardware accelerator needs to ef-
fectively accelerate small length NTT.

IV. TRIDENT ACCELERATOR
A. Overall Accelerator Architecture

The overall architecture of the accelerator is shown in Fig. 8.
It primarily includes the computational cores (i.e., the ellip-
tic curve (EC) cores and hash cores for OPRF, PoM cores,
MA/MM cores and shared mod (SM) cores for FHE), the on-
chip memory system (i.e., the input/output memory and in-
termediate data buffers), and the address access control logic.
In the accelerator, the input memory is used to store the data
from the off-chip memory system. To improve the data-level
parallelism, each core (i.e., PoM core, MA/MM core and EC
core) has its own buffer to store the polynomial coefficients
from the input memory. In each cycle, 256 operands are loaded
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from the input memory to the core and written to the output
buffer after computation. We use multiple BRAMs and register
files as scratchpad to cache the intermediate results and support
the parallel read/write of the required data for each computa-
tional core in our FPGA-based evaluations. As shown in Fig. §,
the accelerator works in a 5-stage pipeline to maximize the
parallelism:

@ Input. The accelerator fetches the data from the off-chip
memory system to the on-chip input memory. @ Preprocess.
In this stage, the data are classified and transferred to the cor-
responding input buffers. ® Execution. This is the main stage
of computing PSI. The OPRF cores and FHE cores work in col-
laboration, following the steps of the Trident protocol. @ Result
collection. After the computation, each core writes the results
to its corresponding output buffer. ® Qutput. In this stage, the
computation results are wrapped up and are written back to the
off-chip memory system.

In the design, the host directly transfers the data to the mem-
ory on the accelerator side via XDMA and PCle Gen 4 inter-
face. During the computation, the accelerator computes with the
segment-wise data and hides the transfer delay by overlapping
the transfer and the computation, since the input data of PSI
protocol is well segmented. As the bandwidth of PCle inter-
face is 16 GB/s, the overlapping mechanism also ensures that
the communication between the built-in memory of the FPGA
platform and the host will not be a bottleneck.

B. OPRF

The basic operation of OPRF is the scalar multiplication of
data points on elliptic curves (ECMult hereafter), and we accel-
erate the OPRF by instantiating the EC cores in the accelerator.
Because of the independence of input data, multiple EC cores
can process the elliptic-curve encryption in parallel. Cuckoo
hashing is needed online, so we implement it conjunction with
the EC cores, while we do not focus the offline Multi-hashing
because the computation requires only once and can be com-
pleted with little overhead in the CPU.

EC Core: In order to avoid the division operation brought
by affine coordinates [5], EC core uses projected coordinates
to implement ECMult. The LD (Lopez & Dahab) coordinate
[21] is selected, and the Montgomery Algorithm [16] is used
to implement ECMult. The advantage is that the unique LD
projection coordinate formula [25] for point doubling and point
addition can be used. As shown in Fig. 9, the input of each
EC core is a 163-bits privacy key k, and the output is a single
coordinate (x,y). In order to balance the high-frequency work
and resource consumption of the system, we use the finite state
machine (FSM in Fig. 9) to schedule the delicate binary finite
field operators: binary finite field multiplication (BMult here-
after), binary finite field square (BSqr hereafter), and binary
finite field modular inverse (BModInv hereafter). We deploy
three BMult units, four Bsqr units, and a high-speed BModInv
unit in the EC core to balance the speed and resources.

Hashing: Trident-accelerator adopts blake2b cryptographic
hashing as the hash function of Cuckoo hash, which is a fast
and well-tested cryptographic hash function that mainly utilizes
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Fig. 9. EC core micro-architecture in the Trident-accelerator. The operators
marked in green are the operators on binary finite fields.

data rotation and multiplication operations. According to this
feature, we implement full-pipelined blake2b operators by in-
stantiating shift registers and DSPs on the FPGA.

C. PoM-FHE

PoM cores: PoM core is implemented for accelerating the
step @ and ® of Trident protocol. In the process, the sender
party uses the NTT algorithm [11] to modify the intersection
polynomial concurrently when it receives the next round of
intersection messages from the receiver party. Similarly, the
PoM core is also used to accelerate FHE process of Trident,
which involves NTT as well. Since NTT is time-consuming
and frequently used operation in PSI, the design of PoM cores
significantly impact the performance of the accelerator.

We improve the throughput of PoM core by merging multiple
iterations of NTT into a single iteration. Using this method,
one iteration can complete the computation process of multiple
iterations that can improve the acceleration efficiency. We set
the merging parameter to 3 in our design, which transforms
the conventional 3-phase NTT into the 1-phase. As shown in
Fig. 10(a), the PoM core takes 8 polynomial coefficients and
the associate twiddle factors as input. We can see that only one
modulo operation is required due to the single phase after merg-
ing. In addition, because of the exponential nature of the twiddle
factors, we can take the newly generated twiddle factors as
input (i.e., wb ~ w8 in the figure), which can be pre-computed.
Therefore, the PoM core costs fewer multipliers compared to
the general handling process; only the blue ones in the Fig. 10(a)
are involved. Fewer hardware resources are required to enable
more PoM cores in the accelerator. We deploy 32 PoM cores to
support the parallelism of 256, which fully matches the PoM
operation of Trident-PSI.

In Fig. 10(b), to support pipelined execution of PoM cores,
we allocate BRAM blocks as the input buffer for each PoM core
and use ping-pong operation to overlap the data read/write delay
between NTT iterations. POM cores read operands and twiddle
factors from BRAMs, and write the results to the corresponding
BRAMs under the control of address logic.

FHE cores (MA/MM): Since the PSI protocol requires a
shallow multiplication depth and a small FHE parameter set-
ting, the accelerator does not need to support the ciphertext
refresh operation, i.e., bootstrapping. We only need three ba-
sic operators, i.e., ModMult (MM), ModAdd (MA) and NTT
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PoM-FHE micro-architecture in the Trident accelerator. The PoM cores support a parallelism of 256 to match the PoM operation exactly, with

fewer iterations and a fully pipelined design to efficiently support the PoM operation in Trident-PSI.

which can be accelerated by PoM cores mentioned above.
The combination of these three operators supports all the re-
quired FHE operations in PSI, i.e. Homomorphic Multipli-
cation (HMult), Homomorphic Addition (HAdd). HMult in-
cludes relinearization (or keyswitching) and modulus switch-
ing. In Table III, We use HMult and HAdd for the comparison
of computation performance. Notably, because we employ the
RNS-based FHE scheme, and each RNS component modulus
is 32 bits, the maximum bit width supported by all computing
cores is a uniform 32 bits. For two polynomials ¢y and cq,
ModAdd returns a polynomial ¢ = c¢g + ¢1, where the operator
“+” represents the element-wise addition of the two polyno-
mials. Since FHE is performed on the “polynomial ring”, the
addition result equals to the modular addition, i.e., co + ¢ =
(co,i + ¢1,;) mod q, where ¢ is the modulus. The modular mul-
tiplication (ModMult for clarity) operation of the polynomial
is similar to ModAdd, which formally described as cg X ¢1 =
(co,i X c1,;) mod q. ModMult is more complex than ModAdd.
Usually, modulo operation requires the division to get the quo-
tient which is not FPGA friendly, so selecting a proper method
for the modulo operation is crucial for accelerator design. Since
the modulo operation is used not only in ModMult, we set up a
dedicated modulo unit i.e., Shared Mod (SM) that can be time
multiplexed by different computational cores to efficiently use
hardware resources.

Shared Mod (SM): The modulo operation is the most com-
plex mathematical operation in PSI, and the hardware overhead
is relatively high, so we instantiate a shared modulo unit to
reduce the consumption of FPGA resources. We employ the
Barrett Reduction algorithm [14], which simplifies the modulo
process by introducing the precomputed parameter u. As shown
in Fig. 11, the entire modulo process is accomplished using
multipliers, adders and selectors.

D. Memory System

The on-FPGA memory system comprises register files and
BRAMs. The accelerator also leverages the abundant off-FPGA
bandwidth provided by HBM to accelerate the data movement.

Uper half

Operands

Result]

Fig. 11.  Shared Mod. It hard codes the Barrett reduction algorithm.

The HBM architecture involves two HBM2 stacks, and each
stack has 16 channels. Each channel is 64 bits of data, and data
bits can be transferred up to 1800 Mbps, which can provide a
theoretical bandwidth of 460 GB/s. The initial data is loaded
from the host DDR to the HBM of the U280 via the PCle inter-
face and sent to the register file or BRAM directly connected
to the computation cores. The computation cores get the data
from the scratchpad to complete the calculation and write back.
In Section V, we employ Xilinx Alveo U280 [32] to implement
the Trident accelerator.

V. EVALUATION
A. Experimental Setup

Platform. Trident is a practical PSI acceleration architecture.
We implement both Trident-PSI in software and the Trident
accelerator hardware, and we build a real-world experimental
platform as shown in Fig. 12. The accelerator is implemented
using Xilinx U280 FPGA and deployed on both parties per-
forming Trident-PSI. The host software interacts with the Xilinx
Runtime (XRT) [2] environment and OpenCL framework to
interact with U280 through PCle. For ASIC implementation,
we use a 7nm FinFET predictive process design kit [8], [9] and
model the scratchpad as SRAMs by [29] to synthesize RTL
implementation of Trident-accelerator ASIC.
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sender & receiver configuration  Trident PSI Acceleration

CPU N Architecture
K Sender:
Core: 12-core Intel Xeon X
E5-2650 v4 o= 19 billion data
Frequency: |2.2 GHz LOm
Threads: 24 . =
TDP: 105W %\ sever-s
—
Capacity: 64 GB x4
Interface: DDR4 FE
Frequency: |2666 MHz sever-r connection
—
SsD —
6 —
Capacity: 256 GB H
Interface : SATA 3.0 '.' .
HDD (L Om
. Capacity: 4TB H " Receiver:
*, Interface: | SATA 3.0 ] 100 million data

Trident acceleration architecture overview. We experiment the full system by instantiating the sender and receiver parties located in different places

connected by 100M public network. The Trident accelerator is deployed on both parties performing the Trident-PSI protocol.

TABLE IV
PERFORMANCE BREAKDOWN OF PSI PROTOCOL ON CPU, FAB, AND TRIDENT-ACCELERATOR (FPGA). THE DATA OF THE TRIDENT-ACCELERATOR
IS NORMALIZED TO CPU. SINCE FAB CAN NOT SuUPPORT OPRF AND HASH, IT NEEDS RESORT TO THE CPU FOR THESE OPERATIONS

Protocol ORT-PSI [6] APST [10] Trident-PSI

CPU | FAB([3] | Inident- CPU | FAB[3] | Irident- CPU | FAB [3] | Trident

Stage accel. accel. accel.
OPRF & Hash (SR) | 7,192s | 7,192 (‘i‘;'_fxs) 6950s | 6950 (‘if{ssxs) 7,153s 7,153s (‘i‘;'gxs)
PoM (S) / / / / / 822335 | 10145 ‘ggij
HMult & HAdd (S) | 126,068 s | 1489 s 1(’;‘73i S| TS0 | 1sas 1(’;‘58i EEENESE 2(1%1 ;
Encryption (R) 1,946 s 10.2's (28281>s<) 1,219 s 6.1s (253?)5() 0.0198 s 0.0001 s 0.((;(;(())(19)5

Decryption (R) 24536s | 1122's }1377;5 24,127s | 1122 }1377;;; 3708 s 35s (‘;'g’xs)

1,627 s [ 1,613s , 735 s

Sum 159,744 s | 8766 s (98x) | 144077 | 8819 6%y | 106750 | 8dsls | qaz®

PSIis adopted in a loan blacklist sharing scenario. The black-
list data includes identity information (such as ID numbers) and
loan information (such as personal assets) of blacklisted users.
The two parties involved in blacklist sharing encode identity
information and loan information of each blacklisted user into
a 64bit identifier. Each party holds 10 billion and 100 million
identifiers, respectively, and aims to identify common users
in their blacklists through loan blacklist sharing. We evaluate
the end-to-end performance of the system over a 100M pub-
lic network. The FHE algorithm we use is RNS-based BFV.
The polynomial degree is 8192, plaintext modulus and chiper-
text modulus are 16 bits and 216 bits, and the parameter is
128-bits security. The parameter configuration of Trident-PSI
is in consistent with the baseline for fairness.

Baseline. We compare Trident-PSI protocol with two base-
line PSI protocols, namely ORI-PSI [6] and the state-of-the-art
APSI [10] (see Table I). We evaluate performance of Trident-
PSI and the two baselines on CPU (implemented with Microsoft
SEAL Library [7]) and the state-of-the-art general-purpose FHE
accelerator FAB [3]. FAB is the latest FPGA-based pure FHE
accelerator, and we use single card version of FAB to compare
with Trident-accelerator. We use FAB to prove that pure FHE
accelerators are not suitable for accelerating PSI protocols.

B. PSI Performance

Table IV shows the performance comparison of ORI-PSI,
APSI, and Trident-PSI on all the basic operations of PSI pro-
tocols. On CPU, benefit from the PoM, Trident-PSI performs
fewer HMult and HAdd than ORI-PSI and APSI. In addition,
the Trident-PSI significantly reduces the overhead of encryp-
tion and decryption operations. Hardware accelerators can ef-
fectively improve the execution efficiency of PSI, but there is
an apparent gap between FAB [3] and PSI-specific Trident-
accelerator, especially on our Trident-PSI protocol. The rea-
sons are twofold: 1) FAB can not support the key operations of
PSI, i.e., OPRF and Hash. Although the performance on FHE-
related operations of the Trident-accelerator is close to FAB,
the Trident-accelerator outperforms FAB by over 5x on the
entire PSI protocols because the OPRF and Hash have to rely
on CPU in FAB. 2) FAB has inferior performance on PoM. In
Trident-PSI, PoM is a crucial procedure, in which the length of
polynomials is less than 256. Although the NTT unit in FAB
can accelerate PoM, the highly parallel NTT unit specifically
designed for FHE cannot be fully exploited and thus cannot
accelerate PoM efficiently. The PoM unit in Trident-accelerator
has fully matched parallelism and the merging feature, so it can
augment acceleration efficiency while fully utilizing hardware
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TABLE V
THE COMMUNICATION PERFORMANCE OF PSI PROTOCOLS
Protocol ORI-PSI APSI Trident-PSI
Stage [6] [10] (ours)
4.75 GB
R-S 102.9 GB 68.3 GB (21.6x)
11.81 GB
S-R 510.6 GB 510.1 GB (43.2)
TABLE VI

COMMUNICATION & COMPUTATION PERFORMANCE ON CPU &
TRIDENT-ACCELERATOR (FPGA) OF LONG-ITEM PST PROTOCOLS

Protocol APSI MT-PSI Trident-PSI
Stage [10] [31] (ours)
Comm. 2289.6 GB 578.4 GB ‘gﬁﬁ?
%{,né’) 555458 s 555458 s 4(5;5;4;) s
(Tridce?li{l:(;cel.) 6551.6 5 65516 s 2(7293.5;

resources, and outperforms FAB by about 11 x. Therefore, PSI
necessitates a specialized accelerator and a generic FHE accel-
erator cannot optimize the PSI effectively.

Table V compares the communication volume of different
PSI protocols. Trident-PSI optimizes the communication in two
directions compared to the ORI-PSI and APSI, obtaining 21.6 x
and 43.2 x the traffic decreasing, which benefits from protocol-
level optimization, i.e., Differential Sharing and PoM.

C. Long-Item PSI

Under the parameter setting of ¢ = 128, we compare the
performance of APSI [10], MT-PSI [31], and Trident-PSI. In
this long item situation, after OPRF, APSI slices each item in
Sy and S, into 4 shorter items and uses these shorter items for
subsequent PSI steps. This results in a significant increase in
communication overhead. MT-PSI uses the PoL technique to
build links between each shorter item. The receiver only needs
to encrypt and transmit the first shorter item to complete the
PSI. MT-PSI also proposes a hybrid protocol that combines the
PoL technique with the VBF technique. This protocol reduces
offline preprocessing time at the cost of communication im-
provement. To compare the optimal online performance of each
PSI protocol, we select MT-PSI with PoL only as our baseline.
As shown in Table VI, MT-PSI achieves 4 x decrease in com-
munication overhead compared to APSI. The Trident protocol
uses APSI’s slicing method to handle the long item situation.
Thanks to Differential Sharing and PoM, Trident achieves 54 x
decrease in communication overhead compared to APSI, and a
14x decrease compared to MT-PSI.

D. Energy

Energy Consumption and Breakdown. Besides the per-
formance, we evaluate the energy consumption of two PSI
baselines and Trident. Using the EDA tool Vivado, we obtain
hardware power consumption and combine it with “wall clock™
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B MA MM PoM OPRF [ Memory Access
ORI-PSI 115 *_smm |
APSI 1.9 T S S S 534K |
Trident | 1 AN 26.8KJ | I I
23 1.0 |
0.6 ! i ¢ i i i i
0KJ 10KJ 20KJ 30KJ 40KJ 50KJ B60KJ 70KJ
(a) Sender
ORI-PSI 1.2 i 1.0 I S R —] 71K
APSI 12 ‘ 1.0 I A S 7.0KJ
Trident 1.0 IEA.7KY i i i ;
0.019
0.036
0.012
OKJ 1KJ 2KJ 3KJ 4KJ 5KJ B6KJ 7KJ
(b) Receiver
Fig. 13.  Energy consumption and breakdown.

TABLE VII
EFFICIENCY. WE USE ENERGY DELAY PRODUCT (EDP) AS THE METRIC
(ENERGY x TIME). LOWER IS BETTER

Stage Sender Receiver
System EDP improvement EDP improvement
1.77x 9.32x
ORI-PSI [6] 1012 Ix 1010 1%
1.40% 8.63x
APSI [10] 1012 1.26x 1010 1.08x
Trident 1‘18097X 93,651 x 41'3: 1,102,960 %

computation time to calculate energy usage. As shown in
Fig. 13, Trident consumes less energy than ORI-PSI and APSI
by significantly reducing FHE operations including HMult,
HAdd, encryption, and decryption. The memory access takes
up most of the share. Fig. 13 shows the energy consumption of
the Trident accelerator across the three PSI protocols, analyzing
hardware units on the sender and receiver sides. On the sender
side, the energy consumption for OPRF is the same across
protocols, as they are computationally indistinguishable at this
stage. For MA, MM and memory access, the energy consump-
tion of Trident is significantly reduced compared to APSI and
ORI-PSI due to the fact that the Trident Initialization, PoM and
Evaluation of the protocol greatly reduces the complexity of the
intersection polynomial computation at the sender side, which
reduces the energy consumption of the computational unit and
also reduces accesses, thus bringing the benefit of access to
energy consumption. It is worth noting that Trident incurs ap-
proximately double the PoM energy overhead compared to the
other two protocols, as Trident PoM uses PoM core to modify
the polynomial, leading to a higher energy cost. On the receiver
side, except for the same OPRF computation, Trident obtains a
significant energy advantage on all other hardware units, espe-
cially on the computation related units, i.e. MA, MM and PoM,
with over 30x energy reduction due to Differential Sharing
and Trident PoM. The significant power advantage validates the
excellent performance of Trident over other PSI protocols in
hardware-software co-design.

Energy Efficiency. In addition to the energy consumption,
we also use Energy Delay Product (EDP hereafter) metric to
evaluate the energy efficiency. Similar to the energy consump-
tion, the EDP performance is also divided into two parts, i.e., the
receiver and the sender. Table VII lists the comparison result
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TABLE VIII TABLE IX
DATA ASSET SCALING ANALYSIS ABLATION STUDY. IN ASSOCIATED WITH TABLE V, DPDP + TIE REDUCES
COMMUNICATION, PRIMARILY INTRODUCED BY FHE
Stage receiver Comm sender
S/R ’ (a) Protocol
27 7 520
227 /2 28.7 s 200.2 MB 8283 s Stage receiver Comm. sender
30 / 923 2284 s 1,065.4 MB 6,466 s Method
(8.0x) (5.3%) (7.8x) No DPDP & TIE 28,659 s 578.4 GB 115418 s
3,651 s 16.6 GB 103,099 s 3,941 s 24.3 GB 108,020 s
34 4 527 , , ) ,
202 (127.2x) (84.9) (124.5x) DPDP only (1.3%) (23.8%) (1.1x)
6,467 s 48.7 GB 411,019 s 3,651 s 16.6 GB 103,099 s
36 28 ’ y DPDP + TIE
202 (225.3%) (249.1%) (496.2%) i (7.9) (34.8x) (1.1x)
(b) Accelerator
Stage . d
v H4 EH3 H16 W32 W32 W64 1128 256 H4 HB8 16 32 System recever sender
£ No OPRF & PoM & FHE 3,651 s 103,099 s
E 3284 s 86,449 s
g FHE only (1.1x) 1.2x)
2 3,284 s 4,950 s
i FHE + PoM 1.1x) (20.8)
K] 28 s 707 s
E OPRF+PoM+FHE (130.4x) (145.8x)
g
= PoM core MM/MA core EC core
TABLE X
Fig. 14. Computation core scaling analysis. We analyze the performance FPGA RESOURCE UTILIZATION
impact by scaling three computing cores in Trident.
Resource
Module LUT (k) FF (k) DSP BRAM
. s . . . MA 69 35 0 334
of three PSI system, Trident s energy efficiency is far superior PoM 33 110 3947 958
to the other PSI systems, which outperforms APSI by tens and MM 15 17 1.024 334
hundreds of thousands on both sides, respectively. SM 78 60 1,792 0
OPRF 617 171 704 192

E. Design Space Exploration

Data Asset Scaling. We evaluate Trident with four different
data volumes that vary in size and ratio between the sender and
the receiver. As shown in Table VIII, under the same data ratio,
Trident’s processing time grows approximately linearly with the
data size. When the ratio of data between receiver and sender
changes, i.e., the last item of Table VIII, Trident’s computation
time does not increase in proportion to the sum of data growth at
both parties. It indicates that Trident’s data partitioning strategy
can well divide the intersection subset without severely affect-
ing the system performance by inefficient partition. The result
proves that Trident can stably support different PSI data scales.

Computation Core Scaling. We explore the performance
scaling with three key computation cores, i.e., POM cores,
MM/MA cores and OPRF cores. As shown in Fig. 14, intu-
itively, more computation cores bring a faster PSI performance.
We combine the impact of different cores on the system perfor-
mance and thus allocate 32 PoM cores, 256 MM/MA cores and
32 OPREF cores in a balanced manner to maximize the system
performance and FPGA resource utilization.

FE. Ablation Study

Trident is a co-designed PSI system. In this subsection,
we carry out the ablation study in protocol and accelerator.
We separately evaluate the optimization of the Trident com-
pared to the current PSI protocols, i.e., ORI-PSI and APSI, in

terms of communication and computation. We also analyze the
performance improvement of two key optimization methods. In
terms of the accelerator, we compare Trident with Trident +
CPU to show hardware accelerator effect in whole system.

Data Partitioning, Differential Sharing and Trident PoM is
a tightly coupled protocol steps, so we use DPDP to denote
them. Similarly, we use TIE to denote the coupled Trident Ini-
tialization and Evaluation steps. Table IX(a) exhibits the impact
of DPDP and TIE on PSI efficiency at the software level. We
have 3 scenarios in total, i.e., No DPDP & TIE, DPDP only
and DPDP + TIE. Compared to No DPDP & TIE, The DPDP
achieves 7.3 x and 1.1 x speedup on the receiver and sender
parties, respectively, and reduces the communication volume
by 23.8 x the original. DPDP + TIE further improves PSI effi-
ciency based on DPDP. The two-step optimization significantly
reduces the amount of communication and decreases the com-
putational overhead to a certain extent.

The hardware accelerator targets the high computation over-
head, which cannot be solved by protocol optimization. As
shown in Table IX(b), Trident significantly reduces the compu-
tational overhead of the system. Compared to Trident running
on the CPU, the FHE only achieves the speedup ratios of 1.1x
and 1.2x on the receiver and sender parties, and the FHE +
PoM obtains 20.8x performance improvement in the sender
party, which prove the importance of accelerating PoM. By
accelerating all the Trident procedures, i.e., OPRF, PoM, and
FHE, we achieve the speedup of 130.4x and 145.8x, which

Authorized licensed use limited to: University of Chinese Academy of SciencesCAS. Downloaded on October 07,2026 at 13:29:25 UTC from |IEEE Xplore. Restrictions apply.



ZHANG et al.: TRIDENT: THE ACCELERATION ARCHITECTURE FOR HIGH-PERFORMANCE PRIVATE SET INTERSECTION

TABLE XI
AREA AND POWER BREAKDOWN. THE ASIC IMPLEMENTATION IS
RUNNING AT 1 GHZ AND UNDER THE 7NM TECHNOLOGY NODE

Component Area [mm?] TDP [W]

MA 0.025 0.092

MM 0.247 0.87

PoM 0.451 0.39

EC 0.208 0.196

Hash 0.036 0.063

NoC 0.5 0.66

Scratchpad SRAM
(Cap. 8.6 MB / BW 3.9 TB/s) 37 032
HBM (2 x HBMZE)
(Cap. 16 GB / BW 1 TB/s) 296 31.8
Sum 343 344
TABLE XII

PSI PERFORMANCE ON ASIC

Platform ORI-PSI APSI Trident-PST
Trident-accel. (FPGA) 1,627 s 1,673 s 735 s
Trident-accel. (ASIC) 439 s 452's 221 s

further demonstrates that pure FHE-specific accelerators cannot
perform well facing PSI acceleration.

G. Accelerator Resource Utilization

The U280 is equipped with the Xilinx xcvu37p device.
Table X exhibits the resource utilization. The SM cores and
PoM cores obviously consume more DSP resources because
there are many multiplication operations in PoM and modular
arithmetic. The OPRF module uses more LUTs and fewer DSP
resources due to the fact that the module does not contain mul-
tiplication operations. In addition, the MA cores consume the
least resources as a result of its simple circuit logic. The de-
sign of the time-share modular unit SM enables the accelerator
efficiently uses the limited FPGA resource to achieve a better
performance.

H. ASIC Implementation

We implement our components in RTL and synthesized them
in a commercial 7 nm process using state-of-the-art tools in-
cluding the commercial SRAM compiler. Compared to FPGA
implementation, we add an HBM memory to improve the band-
width support, which can provide a total of 1 TB/s off-chip
memory bandwidth. We use [17], [24] to modeled the HBM
memory. The volume of the scratchpad is about 8 MB and can
provide an on-chip bandwidth of 3.9 TB/s and we implement the
NoC as a multiplexer network. The area costs and peak power of
each hardware part are listed in Table XI. The HBM and SRAM
account for the majority of the share. The Trident accelerator
is sized 34.8 mm? and has the power consumption of 34.4 W.
As shown in Table XII, benefit from the larger bandwidth of the
HBM as well as the running frequency, the ASIC implementa-
tion further improves the acceleration of PSI by more than 3x
compared to the FPGA-based Trident-accelerator.
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VI. CONCLUSION

In this paper, we present a software/hardware co-design so-
lution for PSI acceleration. By investigating the execution of
PSI, we observe that the PSI performance suffers from the large
communication volume and high computation intensity. Based
on this observation, we propose a high-performance PSI accel-
eration system named “Trident.” Trident includes a novel op-
timized PSI protocol called “Trident-PSI,” which significantly
reduces the communication overhead, and a Trident-specific
hardware accelerator. We evaluate the Trident on the practical
FPGA device and ASIC. The results demonstrate the effective-
ness of the novel PSI acceleration architecture, i.e., Trident,
which significantly improves both communication and compu-
tation performance. In Trident, FHE polynomial evaluation re-
mains one of the computational overhead bottlenecks. This can
be mitigated by optimizing relinearization insertion to reduce
relinearization times. Currently, Trident-accelerator design has
HMult fixed to insert relinearization immediately after cipher-
text multiplication. This disables relinearization optimization in
FHE polynomial evaluation. Therefore, adjusting the Trident-
accelerator to be more suitable for relinearization insertion and
designing specific relinearization insertion strategy is an im-
provement direction for the software-hardware co-design of Tri-
dent. Additionally, the Trident PoM step is used to replace the
FHE Powers Generation procedure, thereby avoiding complex
FHE ciphertext multiplications. However, PoM also introduces
significant computational overhead due to its frequent use of
NTT. Further acceleration of PoM from both algorithmic and
hardware perspectives is also a future improvement direction
for Trident. We hope this work can inspire new ideas for future
PSI acceleration combining with the protocol optimization.
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